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NB 
The Regulation of Investigatory Powers Act 2000 (“RIPA”) refers to “Designated Officers or 
Persons”.  For ease of understanding and application within Stockton-on-Tees Borough Council, 
this Corporate Policy & Procedures Document refers to “Authorising Officers”.  Furthermore, such 
Officers can only act under RIPA if beforehand they have been duly certified by the relevant 
Council Corporate Director of Service and notified to the Director of HR, Legal & Communications.  
For the avoidance of doubt, therefore, all references to duly certified Authorising Officers refer to 
“Designated Officers” under RIPA. 

Acknowledgements:  The Borough Council is grateful for the very helpful work of Birmingham City 
Council, Redcar & Cleveland Borough Council and Durham County Council   in connection with 
RIPA policies and procedures.  
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A. Introduction and Key Messages 
 
1. This Corporate Policy & Procedures Document is based upon the requirements of The Regulation 

of Investigatory Powers Act 2000 (“RIPA”) and the Home Office’s Code of Practice on Covert 
Surveillance and Covert Human Intelligence Sources (covert surveillance will be used only rarely 
and in exceptional circumstances)  and related regulations and orders.  The Borough Council takes 
its responsibilities under RIPA and for ensuring that its RIPA procedures are continuously reviewed 
and improved extremely seriously.  

 
2. The authoritative position on RIPA is, of course, the Act itself and any Officer who is unsure about 

any aspect of this Document should contact, at the earliest possible opportunity, the Council’s 
Director of HR, Legal & Communications, for advice and assistance.  Appropriate training and 
development will be organised and guidance will be provided by or on behalf of the Director of HR, 
Legal & Communications to relevant Authorising Officers and other senior managers.  

 
3. Copies of this Document and related Forms will be placed on the Intranet and Internet, once this 

Document has been approved on behalf of the Council and copies will also be provided 
electronically to each Authorising Officer.  

 
4. The Director of HR, Legal & Communications will maintain and check the Corporate Register of all 

RIPA authorisations, reviews, renewals, cancellations and rejections.  It is the responsibility of all 
the relevant Authorising Officers, however, to ensure that the Director of HR, Legal & 
Communications receives the original of each of the relevant Forms within 5 working days of 
authorisation, review, renewal, cancellation or rejection.  

 
5. RIPA and this Document are important for the effective and efficient operation of the Borough 

Council’s actions with regard to covert surveillance and Covert Human Intelligence Sources.  This 
Document will, therefore, be kept under annual review by the Director of HR, Legal & 
Communications.  Authorising Officers should bring any suggestions for continuous improvement of 
this Document to the attention of the Director of HR, Legal & Communications at the earliest 
possible opportunity.  

 
6. In terms of monitoring emails and internet usage, it is important to recognise the important interplay 

and overlaps with the Borough Council’s email and internet policies and guidance (which are 
continuously reviewed and updated), the Telecommunications (Lawful Business Practice) 
(Interception of Communications) Regulations 2000, the Data Protection Act 1998 and its related 
guidance and  Codes of Practice.  Monitoring of internet and email use is the responsibility of the IT 
Service within the Resources Service Grouping.  If anomalies are identified the Internal Audit 
Service and, where appropriate, the Director of HR, Legal & Communications, will be notified.   
RIPA forms should only be used where relevant and they will be only relevant where the criteria 
listed on the Forms are fully met. With effect from 5 January 2004 these criteria were restricted 
solely to authorisations being believed to be necessary for the purpose of preventing or detecting 
crime or of preventing disorder. 

 
7. Also with effect from 5 January 2004 local authorities gained new powers and responsibilities under 

RIPA to access communications data by virtue of the Regulation of Investigatory Powers 
(Communications Data) Order 2003 (“the 2003 Order”) which brought into effect the provisions of 
Chapter II of RIPA.   After the deadline for compliance expires, requests for access to and 
disclosure of such data will only be able to be made through a designated (in accordance with RIPA 
and the 2003 Order) Officer who is also a Home Office accredited Single Point of Contact 
(“SPOC”).  The Borough Council will continue to ensure that it has at least one accredited SPOC in 
place for this purpose.   

 
 The Director of HR, Legal & Communications is the designated Contact Officer for the receipt of 

and dissemination of guidance on the acquisition of Communications data from the Home Office.   
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8. Since the 1 November, 2012 two significant changes have taken effect regarding the use of 
RIPA powers.  Firstly, before an authorisation for the use of directed surveillance, the use of 
a Covert Human Intelligence Source, or the acquisition of Communications data, can be 
implemented, an order will need to be obtained approving the grant or renewal of an 
authorisation, or notice from a Justice of the Peace (a district judge or lay magistrate).  This 
new judicial approval process is in addition to the existing authorisation processes under 
RIPA and described in this Corporate Policy and Procedure Document.  The requirements to 
assess necessity and proportionality, completing the RIPA authorisation/application form, 
and seeking an Authorising/Designated Officer’s approval remain the same.  Secondly, a 
new crime threshold has been introduced in relation to the authorisation of directed 
surveillance under RIPA.  This does not, however, apply to the authorisation of the use of a 
Covert Human Intelligence Source, or the acquisition of communications data.  Where a 
directed surveillance authorisation is being sought, this can only be authorised to prevent 
or detect criminal offences that are either punishable, whether on summary conviction or 
indictment, by a maximum term of at least 6 months imprisonment, or are related to the 
underage sale of alcohol or tobacco.   

 
9. The introduction of the requirement to obtain judicial approval for Directed Surveillance and the use 

or conduct of a CHIS means that local authorities are no longer able to orally authorise the use of 
RIPA techniques.  All authorisations must be made in writing and require JP approval.  The 
authorisation cannot commence until this has been obtained.   

 
10. If you are in any doubt on RIPA, this Document or the related legislative provisions, particularly 

the most recent significant changes, please consult the Director of HR, Legal & 
Communications, at the earliest possible opportunity.  
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B. Borough Council Policy Statement 
 
1. The Borough Council takes its statutory responsibilities extremely  seriously and will, at all times, 

act in accordance with the law and take necessary and proportionate action in these types of 
matters.  In that regard, the Director of HR, Legal & Communications, is the Council’s Senior 
Responsible Officer and is duly authorised by the Council to keep this Document up to date and to 
amend, delete, add or substitute relevant provisions as necessary. For administration and 
operational effectiveness, the Director of HR, Legal & Communications is also authorised to add, 
substitute or revoke (the authorisation of) Officers authorised for the purpose of RIPA.  Details of 
the Senior Responsible Officer’s duties and the role of Elected Members are provided in Section J 
of this Document 

 
2. The Borough Council’s Constitution empowers the Managing Director and Chief Officers (the 

Director of HR, Legal & Communications and Corporate Directors), in consultation with the Director 
of HR, Legal & Communications to:- 

 
 a. authorise investigations pursuant to the Regulation of Investigatory Powers Act 2000 in 

accordance with policy and procedures approved for the purpose 
 
 b. ensure the proper recording of authorisations to investigate.  In particular to ensure that 

authorisations are made in a format approved for the purposes of the Act. 
 
 c. ensure the proper review and monitoring of authorised investigations at appropriate intervals 

and as may be directed by the Act. 
 
3. This Document was circulated to the RIPA Steering Group in May and June 2004 and to all relevant 

Chief Officers and other Senior Managers, in draft format, on 18 June 2004.  On the 28 July 2004 
the Council’s Managing Director, in exercise of her delegated powers, in consultation with the 
Deputy Leader of the Council:- 

 
 i. approved the Corporate & Policy Procedure Document on RIPA;  
 
 ii. having previously authorised the Director of HR, Legal & Communications to do all that is 

necessary to establish appropriate corporate policies and procedures and ensure all 
Services implement and comply with the Corporate Policy & Procedures Document. 

 
4. Following an OSC inspection on 16 May 2005 this Document was reviewed and revised in order to 

reflect the outcome of and feedback from the inspection.  The revised version was circulated to all 
relevant Officers, Senior Managers and the RIPA Steering Group.   

 
5. The Document was further reviewed and revised as a result of the most recent OSC Inspection on 

13 June 2007.  It was again circulated to relevant Officers, Senior Managers and the RIPA Steering 
Group.  The Intranet and Internet versions were replaced with the revised Document.   

 
6. An initial review and revision of the Document was undertaken in July 2009 prior to the 2009 OSC 

Inspection.  A further review took place after the Inspection.   
 
7. On 20 May, 2010 the Council’s Cabinet ratified the Document and affirmed the position regarding 

the Council’s Authorising Officers and the Director of HR, Legal & Communications as the Senior 
Responsible Officer for RIPA.   

 
8. Following the recent OSC Inspection on 2 April 2012, the Document was again reviewed, revised 

and reported to Cabinet for consideration. 
 
9. The Document was also reviewed and revised in order to reflect the amendments in the Protection 

of Freedoms Act 2012 which provided that, with effect from 1 November 2012, local authority 
authorisations and notices under RIPA can only be given effect once an order approving the 
authorisation or notice has been granted by a Justice of the Peace; and the amendments to the 
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Regulation of Investigatory Powers (Directed Surveillance and Covert Human Intelligence Sources) 
Order 2010, which mean that a local authority can only grant a directed surveillance RIPA 
authorisation where criminal offences are being investigated which attract a maximum custodial 
sentence of six months or more or relate to the underage sale of alcohol or tobacco.   

 
10. The document was also reviewed in March 2014 and updated where necessary eg to confirm the 

details of the Authorising Officers.   
 

11. The most recent OSC inspection took place on the 9 April 2015.  The Document, has, therefore, 
been reviewed again, in order principally to reflect the fact that local authorities are no longer able to 
orally authorise the use of RIPA techniques.  This has involved amendments to the RIPA 
authorisation forms, where required.   
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C. Effective Date of Operation: 1 August 2004 
 And Authorised Officer Responsibilities 
 
1. The Corporate Policy, Procedures and the Forms provided in this Document became operative with 

effect from 1 August 2004 and have since been reviewed and revised on a regular basis. After May 
2012 no Forms other than those appended to this Document will be allowable and any 
authorisations under the same will become null and void unless otherwise authorised by the 
Director HR, Legal and Communications. It is essential, therefore, that Chief Officers and 
Authorising Officers in their Service Groupings, take personal responsibility for the effective and 
efficient operation of this Document.   

 
2. The Director of HR, Legal and Communications will ensure that all Authorising Officers from each 

Service Grouping are made fully aware of and receive copies of this Document.  
 
3. It will be the responsibility of Authorising Officers to ensure their relevant members of staff are also 

made fully aware of and suitably trained as “Applicants” in connection with this Document, so as to 
avoid common mistakes appearing on Forms for RIPA authorisations.  

 
4. Authorising Officers will, in particular, ensure that staff who report to them follow this Corporate 

Policy & Procedures Document and do not undertake or carry out any form of surveillance without 
first obtaining the relevant authorisations in compliance with this Document.  

 
5. The procedural advice at Appendix 3 to this Document is intended to provide guidance to first time 

or infrequent users of RIPA procedures, as well as a useful checklist to the more frequent users.   
 
6. Authorising Officers must also pay particular attention to Health and Safety issues that may be 

raised by any proposed surveillance activity.  Appropriate records of all risk assessments and their 
conclusions should always be maintained.  Under no circumstances, should an Authorising Officer 
approve any RIPA form unless, and until s/he is satisfied the health and safety of Council 
employees/agents are suitable addressed and/or risks minimised, so far as is possible, and 
proportionate to/with the surveillance being proposed. If an Authorising Officer is in any doubt, s/he 
should obtain prior guidance on the same form from his/her Chief Officer, the Borough Council’s 
Health & Safety Officer and/or the Director HR, Legal and Communications.  

 
7. Authorising Officers must also ensure that, when sending originals of any Forms to the Director HR, 

Legal and Communications (or any other relevant authority), the same are sent either electronically 
or in sealed envelopes, marked “Strictly Private and Confidential”.  If sent electronically, they 
must nevertheless still be signed. 

 
8. Authorising Officers must ensure that requests for access to and disclosure of communications data 

under RIPA and the Regulation of Investigatory Powers (Communication Data) Order 2003 are 
made through the Council’s Head of Service for Trading Standards and Licensing who is the 
Council’s contact for the NAFN service which is contracted to undertake appropriate 
communications data.   

 
9. It is particularly important that all Authorising Officers are aware of and disseminate 

information and guidance about the new legislative requirements which came into effect on 
1 November 2012 regarding approval orders from a Justice of the Peace in relation to all 
RIPA authorisations/notices and the crime threshold for directed surveillance authorisations 
which mean that such authorisations can only be granted where certain criminal offences 
are being investigated.   
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D. General Information on RIPA 
 
1. The Human Rights Act 1998 (which brought much of the European Convention on Human Rights 

and Fundamental Freedoms 1950 into UK domestic law) requires the Borough Council, and 
organisations working on its behalf, pursuant to Article 8 of the European Convention, to respect 
the private and family life of citizens, their home and their correspondence.  

 
2. The European Convention did not, however, make this an absolute right, but a qualified right.  

Accordingly, in certain circumstances, the Borough Council may interfere in the citizen’s rights 
mentioned above, if such interference is:- 

 
 a. in accordance with the law’ 
 
 b. necessary (as defined in this Document); and 
 
 c. proportionate (as defined in this Document).  
 
 The Home Office’s Code of Practice provides as follows:- 
 
 Necessity and proportionality 
 
 i. Obtaining an authorisation under the 2000 Act (RIPA), will only ensure that there is a 

justifiable interference with an individual’s Article 8 rights if it is necessary and proportionate 
for these activities to take place.  The 2000 Act first requires that the person granting an 
authorisation believes that the authorisation is necessary in the circumstances of the 
particular case for one or more of the statutory grounds in Section 28(3) of the 2000 Act for 
directed surveillance  

 
 ii. Then, if the activities are necessary, the person granting the authorisation must believe that 

they are proportionate to what is sought to be achieved by carrying them out.  This involves 
balancing the intrusiveness of the activity on the target and others who might be affected by 
it against the need for the activity in operational terms.  The activity will not be proportionate 
if it is excessive in the circumstances of the case or if the information which is sought could 
reasonably be obtained by other less intrusive means.  All such activity should be carefully 
managed to meet the objective in question and must be not arbitrary or unfair.   

 
3. The Regulation of Investigatory Powers Act 2000 (“RIPA”) provides a statutory mechanism (ie “in 

accordance with the law”) for authorising covert surveillance and the use of a “covert human 
intelligence source (CHIS)” - eg undercover agents.  It seeks to ensure that any interference with 
an individual’s right under Article 8 of the European Convention is necessary and proportionate.  In 
doing so, RIPA seeks to ensure that both the public interest and the human rights of individuals are 
suitably balanced.  

 
4. Directly employed Council staff and external agencies working for the Borough Council are covered 

by the Act during the time they are working for the Borough Council.  All external agencies must, 
therefore, comply with RIPA and the work carried out by agencies on the Council’s behalf must be 
properly authorised by one of the Council’s designated Authorising Officers.  Authorising Officers 
are those whose posts appear in Appendix 1 to this Document and, any that are duly added to the 
list or substituted by the Director HR, Legal and Communications. 

 
5. If the correct procedures are not followed, evidence may be disallowed by the courts, a complaint of 

maladministration could be made to the Local Government Ombudsman, and/or the Council could 
be ordered to pay compensation.  Such action would not, of course, promote the good reputation of 
the Borough Council and would, undoubtedly, be the subject of adverse press and media interest. 
(To emphasise this, please refer to the case of R v (1) Raymond Harmes (2) Gary Cranes (2006) 
EWCA Crim 928 - further information is available from the Director HR, Legal and Communications) 
It is essential, therefore, that all involved with RIPA comply with this Document and any further 
guidance that may be issued, from time to time, by the Director HR, Legal and Communications.  
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6. More importantly, if the correct procedures are not followed, an authorisation or notice may be 

rejected by a Justice of the peace.  The Home Office has issued guidance in response to the 
change in the law introducing judicial oversight of local authority use of RIPA. The guidance 
explains the changes that have been made and highlights the tests which Justices of the Peace 
must consider before deciding whether or not to approve an authorisation or notice under RIPA.  In 
particular, it reinforces the unchanged requirements regarding necessity and proportionality.  
Specifically, the Justice of the Peace must be satisfied that:-  

 
• there were reasonable grounds for the local authority to believe the authorisation or renewal 

was both necessary and proportionate, including whether reasonable alternatives have 
been considered; 

 
• the reasonable grounds as articulated by the local authority continue to apply and the 

authorisation/notice continues to be necessary and proportionate; 
 

• the local authority authorisation has been authorised by an appropriate person;  
 

• there is no breach of any other restrictions imposed by order (i.e. the crime threshold under 
the Regulation of Investigatory Powers (Directed Surveillance and Covert Human 
Intelligence Sources) Order 2010; the prohibitions on intrusive surveillance and the 
restrictions relating to vulnerable individuals and legal privilege 

 
7. A flowchart of the procedures to be followed appears at Appendices 2, 2A and 2B.  
 
8. Procedural advice (particularly) for (in) frequent users appears at Appendix 3.  
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E. What RIPA Does and Does Not Do 
 
 
1. RIPA does: 
 

• require prior written authorisation of directed surveillance (a local authority cannot orally 
authorise the use of RIPA) 

• prohibit the Council from carrying out intrusive surveillance 
• require written authorisation of the conduct and use of a CHIS (a local authority cannot orally 

authorise the use of RIPA) 
• require safeguards for the conduct and use of a CHIS 

 
2. RIPA does NOT: 
 

• make unlawful, conduct which is otherwise lawful 
• prejudice or disapply any existing powers available to the Borough Council to obtain information 

by any means not involving conduct that may be authorised under this Act.  For example, it does 
not affect the Borough Council’s current powers to obtain information from the Land Registry as 
to the ownership of a property.   To illustrate this, please refer to the decision of the Investigatory 
Powers Tribunal in C and (1) The Police (2) Secretary of State for the Home Department 
(IPT/03/32/H).  Further information regarding the case is available from the Director of HR, Legal 
and Communications.  Also refer to section 80(3) of RIPA (general saving for lawful conduct).   

 
3. If an Authorising Officer or any Applicant is in any doubt, s/he should ask the Director HR, Legal 

and Communications BEFORE any directed surveillance and/or CHIS is authorised, renewed, 
cancelled or rejected.   

 
4. An Authorising Officer or Applicant should also now seek appropriate guidance from the Director 

HR, Legal and Communications, or through the Director HR, Legal and Communications from a 
relevant Legal Officer, before applying for approval for an authorisation, renewal or notice under 
RIPA from a Justice of the Peace.   
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F. Types of Surveillance 
 
 
1. “Surveillance” includes:- 

• monitoring, observing, listening to persons, watching or following their movements, listening 
to their conversations and other such activities or communications.  

• recording anything mentioned above in the course of authorised surveillance. 

• surveillance, by or with, the assistance of appropriate surveillance device(s).  
 
 Surveillance can be overt or covert. 
 
2. Overt Surveillance 
 
 Most of the surveillance carried out by the Borough Council will be done overtly - there will be 

nothing secretive, clandestine or hidden about it.  In many cases, Officers will be behaving in the 
same way as a normal member of the public (e.g. in the case of most test purchases), and/or will 
be going about Council business openly (e.g. a market inspector walking through markets).   

 
3. Similarly, surveillance will be overt if the subject has been told it will happen (e.g. where a 

noisemaker is warned (preferably in writing) that noise will be recorded if the noise continues, or 
where an entertainment licence is issued subject to conditions, and the licensee is told that Officers 
may visit without notice or identifying themselves to the owner/proprietor to check that the 
conditions are being met.  

 
4. Covert Surveillance 
 
 Covert Surveillance is carried out in a manner calculated to ensure that the person subject to the 

surveillance is unaware of it taking place.  (Section 26(9)(a) of RIPA) 

5. RIPA regulates two types of covert surveillance, (Directed Surveillance and Intrusive Surveillance) 
and the use of Covert Human Intelligence Sources (CHIS). 

 
6. Directed Surveillance 
 
 Directed Surveillance is surveillance which:- 
 

• is covert; and  
 

• is not intrusive surveillance (see definition below - the Borough Council MUST NOT carry out 
any intrusive surveillance); 

• is not carried out in an immediate response to events which would otherwise make seeking to 
obtain prior authorisation under the Act unreasonable, e.g. spotting something suspicious and 
continuing to observe it; and  

• it is undertaken for the purpose of a specific investigation or operation in a manner likely to 
obtain private information about an individual (whether or not that person is specifically 
targeted for purposes of an investigation).  (Section 26(10) of RIPA) 

7. Private information in relation to a person includes any information relating to his private and family 
life, his home and his correspondence and to aspects of his business and professional life.  The 
fact that covert surveillance occurs in a public place or on business premises does not mean that it 
cannot result in the obtaining of private information about a person.  Prolonged surveillance 
targeted on a single person will undoubtedly result in the obtaining of private information about 
him/her and others that s/he comes into contact, or associates, with.  
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8. Similarly, although overt town centre CCTV cameras do not normally require authorisation, if a 

camera is tasked for a specific purpose, which involves prolonged surveillance on a particular 
person, then authorisation will be required.  The way a person runs his/her business may also 
reveal information about his or her private life and the private lives of others.  

 
9. For the avoidance of doubt, only those Officers designated and certified (and also notified to 

the Director of HR, Legal & Communications) to be “Authorising Officers” for the purpose of 
RIPA can authorise “Directed Surveillance” IF, AND ONLY IF, the RIPA authorisation 
procedures detailed in this Document, are followed.  If an Authorising Officer has not been 
“certified” (and/or notified to the Director of HR, Legal & Communications) for the purposes 
of RIPA, s/he can NOT carry out or approve/reject any action set out in this Corporate Policy 
& Procedures Document.  

 
10. Only the Managing Director, and in her absence the Deputy Managing Director are 

authorised to sign Forms where through the use or conduct of a CHIS or through directed 
surveillance, it is likely that knowledge of confidential information will be acquired (matters 
subject to legal privilege; confidential personal information eg medical records and 
confidential journalistic material).   

 
11. Intrusive Surveillance 
 
 This is when it:- 
 

• is covert;  

• relates to residential premises and private vehicles; and  

• involves the presence of a person in the premises or in the vehicle or is carried out by a 
surveillance device in the premises/vehicle.  Surveillance equipment mounted outside the 
premises or vehicle will not be intrusive, unless the device consistently provides information of 
the same quality and detail as might be expected if they were in the premises/vehicle.  

 
12. This form of surveillance can be carried out only by police and other law enforcement 

agencies.  Council Officers must not carry out intrusive surveillance.   
 
13. It should be noted however that under section 48(3) of RIPA, Surveillance (and therefore intrusive 

surveillance) does not include any conduct of a CHIS of obtaining or recording (whether or not 
using a surveillance device) any information which is disclosed in the presence of the source, or the 
use of a CHIS for so obtaining or recording information.   
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14. Examples of different types of Surveillance 
  

Type of 
Surveillance 

Examples 

 
Overt - therefore not 
requiring RIPA 
authorisation 

 
• Police Officer or Community  Warden on patrol 
 
• Signposted Town Centre CCTV cameras (in normal use) 
 
• Recording noise coming from outside the premises after 

the occupier has been warned that this will occur if the 
noise persists 

 
• Most test purchases (where the officer behaves no 

differently from a normal member of the public) 
 

 
Covert but not 
requiring prior 
authorisation 
 

 
• CCTV cameras providing general traffic, crime or public 

safety information 
 

 
Directed must be 
RIPA authorised 

 
• Officers following an individual or individuals over a 

period of time, to establish whether s/he is working when 
claiming benefit or off long term sick from employment 
and claiming sick pay 

 
• Test purchases where the officer has a hidden camera or 

other recording device to record information which might 
include information about the private life of a shop-
owner, e.g. where s/he is suspected of running his 
business in an unlawful manner.  

 
 
Intrusive - the 
Borough Council 
cannot do this! 
 

 
• Planting a listening or other device (bug) in a person’s 

home or in their private vehicle 
 
• Covert recording in a person’s home or in their private 

vehicle by an authorised CHIS is NOT however 
surveillance and not therefore intrusive 
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G. Conduct and Use of a Covert Human Intelligence Source (CHIS) 
 
Who is a CHIS? 
 
1. Someone who establishes or maintains a personal or other relationship for the covert purpose of 

using the relationship to obtain information.  
 
2. RIPA does not apply in circumstances where members of the public volunteer information to the 

Borough Council as part of their normal civic duties, or contact numbers set up to receive 
information.  

 
What must be authorised? 
 
3. The Conduct or Use of a CHIS require prior authorisation.  
 

• Conduct of a CHIS = Establishing or maintaining a personal or other relationship with a person 
for the covert purpose of (or which is incidental to) obtaining and passing on information. 

• Use of a CHIS = Actions inducing, asking or assisting a person to act as a CHIS and the 
decision to use a CHIS in the first place.  

 
4. The Council can use CHIS’s IF, AND ONLY IF, RIPA procedures, detailed in this Document, 

are followed. 
 
Juvenile Sources 
 
5. Special safeguards apply to the use or conduct of juvenile sources (i.e. under 18 year olds).  On no 

occasion can a child under 16 years of age be authorised to give information against his or her 
parents.  Only the Managing Director and in her absence the Deputy  Managing Director are duly 
authorised by the Borough Council to authorise the use of Juvenile Sources.   

 
Vulnerable Individuals 
 
6. A Vulnerable Individual is a person who is or may be in need of community care services by reason 

of mental or other disability, age or illness and who is or may be unable to take care of himself or 
herself, or unable to protect himself or herself against significant harm or exploitation.  

 
7. A Vulnerable Individual will only be authorised to act as a source in the most exceptional of 

circumstances. Only the Managing Director and in her absence the Corporate Director of 
Resources are duly authorised by the Borough Council to authorise the use of Vulnerable 
Individuals.  

 
Test Purchases 
 
8. Carrying out test purchases will not (as highlighted above) require the purchaser to establish a 

relationship with the supplier with the covert purpose of obtaining information and, therefore, the 
purchaser will not normally be a CHIS.  For example, authorisation would not normally be required 
for test purchases carried out in the ordinary course of business (e.g. walking into a shop and 
purchasing a product over the counter).  

 
9. By contrast, developing a relationship with a person in the shop, to obtain information about the 

seller’s suppliers of an illegal product (e.g. illegally imported products), will require authorisation as 
a CHIS.  Similarly, using mobile hidden recording devices or CCTV cameras to record what is going 
on in the shop will require authorisation as directed surveillance.  A combined authorisation can be 
given for a CHIS and also a directed surveillance. 

 
Anti-social behaviour activities (e.g. noise, violence, race etc.) 
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10. Persons who complain about anti-social behaviour, and are asked to keep a diary, will not normally 
be a CHIS, as they are not required to establish or maintain a relationship for a covert purpose.  
Recording the level of noise (e.g. the decibel level) will not normally capture private information 
and, therefore, does not require authorisation.  

 
11. Recording sound (with a DAT recorder) on private premises could constitute intrusive surveillance, 

unless it is done overtly.  For example, it will be possible to record sound if the noisemaker is 
warned that this will occur if the level of noise continues.  Placing a stationary or mobile video 
camera outside a building or in a building to record anti-social behaviour outside on residential 
estates will require prior authorisation.  
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H. Authorisation Procedures 
 
1. Directed surveillance and the use of a CHIS can only be lawfully carried out if properly authorised, 

and in strict accordance with the terms of the authorisation.  Appendix 2 provides a flow chart of 
the process from an application consideration to the recording of information.   Appendices 2A and 
2B detail the additional procedures which must now be followed for all RIPA authorisations, 
renewals and notices regarding the requirements for the approval of a Justice of the Peace.   

 
Authorising Officers 
 
2. Forms can only be signed by Authorising Officers who have been certified as an Authorising Officer 

by their Chief Officer and have been notified to the Director of HR, Legal & Communications.  
Authorised posts are listed in Appendix 1.  This Appendix will be kept up to date by the Director of 
HR, Legal & Communications and added to or otherwise revised as needs require.  If a Chief 
Officer wishes to add, delete or substitute a post, s/he must make and record the required decision 
and notify the Director of HR, Legal & Communications. The Director of HR, Legal & 
Communications is authorised to add, delete or substitute posts listed in Appendix 1.  

 
3. Authorisations under RIPA are separate from delegated authority to act under the Council’s 

Scheme of Delegation and internal Service Grouping Schemes of Delegation.  RIPA authorisations 
are for specific investigations only, and must be renewed or cancelled once the specific surveillance 
is complete or about to expire.  The authorisations do not lapse with time! 

 
Training Records 
 
4. Appropriate guidance or training will be given, or approved by or on behalf of the Director of HR, 

Legal & Communications to all Authorising Officers in connection with the Policy and Procedures 
Document. A certificate will be provided to and a Central Register will be kept of all those 
individuals who have undergone training or received a one-to-one or service group meeting with the 
Director of HR, Legal & Communications.   

 
5. If the Director of HR, Legal & Communications feels that an Authorising Officer has not fully 

complied with the requirements of this Document, or the guidance or training provided to him, the 
Director of HR, Legal & Communications is duly authorised to retract that Officer’s certificate and 
authorisation until s/he has undertaken further approved training or received one-to-one guidance 
from the Director of HR, Legal & Communications.  

 
Application Forms 
 
6. Only the approved RIPA forms as set out in this Document must be used.  Any other forms used, 

will be rejected by the Authorising Officer and/or the Director of HR, Legal & Communications.  
 
7. “A Forms” (Directed Surveillance) - See Appendix 4 
 
 Form A1 Application for Authority for Directed Surveillance 
 Form A2 Review of Directed Surveillance Authority 
 Form A3 Renewal of Directed Surveillance Authority 
 Form A4 Cancellation of Directed Surveillance 
 
8. “B Forms” (CHIS) - See Appendix 5 
 
 Form B1 Application for Authority for Conduct and Use of a CHIS 
 Form B2 Review of Directed Surveillance Authority 
 Form B3 Renewal of Directed Surveillance Authority 
 Form B4 Cancellation of Conduct and Use of a CHIS 
 Form B5 Source Record of a CHIS 
 Form B6  Confidential Record of a CHIS  
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Grounds for Authorisation 
 
9. With effect from 5 January 2004 Directed Surveillance (A Forms) or the Conduct and Use of the 

CHIS (B Forms) can only be authorised by the Borough Council where an Authorising Officer 
believes that the authorisation is necessary for the purpose of:- 

 
•  preventing or detecting crime or of preventing disorder and in the case of Directed Surveillance 

where a criminal offence is being investigated which meets one of the following conditions:- 
 

(a) the offence is punishable, whether on summary conviction or on indictment, by a 
maximum term of at least 6 months of imprisonment, or  

 
(b) the offence is an offence under:- 
 

(i) Sections 146, 147 or 147A of the Licensing Act 2003 or  
 
(ii) Section 7 of the Children and Young Person Act 1933  

 
The Action to be Authorised 
 
10. A full description of the proposed surveillance operation must be provided on the form.  Plans 

should be used wherever possible, and annexed to the form, particularly where camera surveillance 
is authorised.  Plans can be obtained from the Council’s intranet at “Maps at Stockton”.   

 
Assessing the Application Form 
 
11. Before an Authorising Officer signs a Form, s/he must:- 
 
 a. Be mindful of this Corporate Policy & Procedures Document, the training and/or guidance 

provided by or on behalf of the Director of HR, Legal & Communications and any other 
advice or guidance issued, from time to time, by the Director of HR, Legal & 
Communications; 

 
 b. recognise that s/he should not be responsible for authorising investigations or operations in 

which they are directly involved, although it is recognised that this may sometimes be 
unavoidable, especially in the case of small organisations, or where it is necessary to act 
urgently.  Where an Authorising Officer authorises such an investigation or operation the 
Director of HR, Legal & Communications should be advised so that the central record of 
authorisations can be highlighted to reflect this and the attention of a Commissioner or 
Inspector can be drawn to it during the next available inspection.   

 
 c. Subject to this, satisfy his/herself that the RIPA authorisation is:- 
 
  i. in accordance with the law; 
  ii. necessary in the circumstances of the particular case on one of the grounds 

mentioned in paragraph 9 above; and 
  iii. proportionate to what it seeks to achieve.  
 
 d. In assessing whether or not the proposed surveillance is proportionate, consider the 

seriousness of the matter giving rise to the proposed surveillance (e.g. the potential sanction 
for the crime in the event of a conviction, and the impact of the crime on individuals etc.) and 
the importance of taking action in respect of it; the implications of not gathering information 
about the matter; the effects of the proposed surveillance on the subject of the surveillance 
and on other persons; compare such effects against the seriousness of the matter and the 
implications of not taking action; indicating what, if any, other action instead of that proposed, 
might be taken; and confirming whether the action proposed is likely to be the most effective 



 

RIPA Policy & Procedures 
February 2021 

19 

This document was classified as: OFFICIAL 

and the least intrusive means of obtaining the required information. The least intrusive 
method will be considered proportionate by the Courts.  

 
 e. Take into account the risk of intrusion into the privacy of persons other than the specified 

subject of the surveillance (Collateral Intrusion). Measures must be taken wherever 
practicable to avoid or minimise (so far as is possible) collateral intrusion and such intrusion 
and the measures which it is practicable to take to avoid or minimise it, may be an aspect of 
determining proportionality.  

 
 f. Set a date for review of the authorisation and review on only that date. Please ensure that 

the authorisation is reviewed regularly i.e. at least every 4 weeks.   
 
 g. Allocate an Authorisation Reference Number (ARN) for the application. 
 
 h. Ensure that any RIPA Service Grouping Register is duly completed, and that the original of 

the RIPA Forms (and any review/cancellation of the same) is forwarded to the Director of 
HR, Legal & Communications’ Central Register, within 5 working days of the relevant 
authorisation, review, renewal, cancellation or rejection, making sure that they are 
sent in sealed envelopes, marked “Strictly Private and Confidential”.   

 
Additional Safeguards when Authorising a CHIS 
 
12. When authorising the conduct or use of a CHIS, the Authorising Officer must also:- 
 
 a. be satisfied that the conduct and/or use of the CHIS is proportionate  to what is sought to 

be achieved; 
 
 b. be satisfied that appropriate arrangements are in place for the management and oversight 

of the CHIS and this must address health and safety issues through a risk assessment;   
 
 c. consider the likely degree of intrusion  of all those potentially affected;  
 
 d. consider any adverse impact on community confidence that may result from the use or 

conduct of the CHIS  or the information obtained; and  
 
 e. ensure records contain necessary particulars and are not available except on a need to 

know basis. Please refer to Form B6.  Also please note that the record keeping requirements 
in SI 2000/2725 may not be as onerous as they might at first appear. The Authorising Officer 
may, for instance, be able to justify why, in a particular case, it was not considered 
necessary to employ three Officers to supervise the case and why it was not considered 
appropriate to make a record of all of the listed topics, on the grounds that some were 
inapplicable in the circumstances of the case concerned.   

 
Urgent Authorisations 
 
13. Paragraph 3.30 of the Codes of Practice for Covert Surveillance and Property Interference and 

paragraph 3.26 of the Codes of Practice for CHIS provide that “….. local authorities are no longer 
able to orally authorise the use of RIPA techniques.”   

 
 
Reviews, Renewals and Cancellations 
 
14. An Authorisation Form must be reviewed in the time stated and cancelled once it is no longer 

needed.  The “authorisation” to carry out/conduct the surveillance lasts for a maximum of 3 months 
(from authorisation) for Directed Surveillance, and 12 months (from authorisation) for a CHIS.  
Please note however that authorisations for a juvenile CHIS only last for one month.  However, 
whether the surveillance is carried out/conducted or not, in the relevant period, does not mean the 
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“authorisation” is “spent”.  In other words, the Forms do not expire!  The forms have to be 
reviewed and/or cancelled (once they are no longer required)! 

 
 
15. Further authorisations can be issued when the maximum period has expired.  Prior to that date they 

can be renewed. The Authorising Officer must consider the matter afresh in both instances, 
including taking into account the benefits of the surveillance to date, and any collateral intrusion that 
has occurred. The Justice of the Peace who is asked to consider the relevant application for 
approval will also consider the matter afresh.   

 
16. A renewal will begin on the day when the original authorisation would have expired.   
17. All authorisations will expire at 23.59 hours on the day before the day they were granted.  So a 

directed surveillance authorisation granted at 14.10 hours on 9 June, will expire on 8 September at 
23.59 hours.   

 
Justice of the Peace 
 
18. The role of the Justice of the Peace will be to decide whether a local authority grant or renewal of 

an authorisation or notice to use RIPA should be approved.  The authorisation or notice will not 
come into effect unless and until it is approved by a Justice of the Peace.   

 
19. The role is set out in section 23A RIPA (for Communications Data) and section 32A RIPA (for 

directed surveillance and CHIS).  
 
20. These sections provide that the authorisation, or in the case of Communications Data, the notice, 

shall not take effect until the Justice of the Peace has made an order approving such an 
authorisation or notice.  The matters on which the Justice of the Peace needs to be satisfied before 
giving judicial approval are that:-  

 
• there were reasonable grounds for the local authority to believe that the authorisation or 

notice was necessary and proportionate and there remain reasonable grounds for believing 
that these requirements are satisfied at the time when the Justice of the Peace is 
considering the matter; 

• in the case of a CHIS authorisation, that there were reasonable grounds for the local 
authority to believe that arrangements exist for the safety and welfare of the source that 
satisfy section 29(5) RIPA and there remain reasonable grounds for believing that these 
requirements are satisfied at the time when the Justice of the Peace considering the mater; 

• in the case of a CHIS authorisation, that there were reasonable grounds for the local 
authority to believe that the requirements imposed by Regulation of Investigatory Powers 
(Juveniles) Order 2000 were satisfied and there remain reasonable grounds for believing 
that these requirements are satisfied at the time when the Justice of the Peace is 
considering the matter; 

• the local authority application has been authorised by a designated person/authorising 
officer; 

• the grant of the authorisation or in the case of Communications Data, the notice was not in 
breach of any restriction imposed by virtue of an order made under the following sections of 
RIPA:-  

- 25(3) (for communications data) 
- 29(7)(a) (for CHIS) 
- 30(3) (for directed surveillance and CHIS); 

• any other conditions that may be provided for by an order made by the Secretary of State 
were satisfied.   

 
21. The same considerations apply where a local authority is seeking judicial approval to continue using 

a technique (i.e. a renewal).  Although the Justice of the Peace will wish to examine whether the 
case for a more sustained interference of Article 8 still meets the principle of proportionality.  In 
particular he or she will want to consider the content and value of the information obtained so far.   
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22. Copies of the Home Office guidance on seeking a Justice of the Peace’s approval to the grant or 
renewal of a RIPA authorisation on notice, and on the judicial approval process for RIPA and the 
crime threshold for directed surveillance, are attached at Appendix 7.   
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I. Working With/Through Other Agencies 
 
1. When some other agency has been instructed on behalf of the Borough Council to undertake any 

action under RIPA, this Document and the Forms in it must be used (as per normal procedure) and 
the agency advised or kept informed, as necessary, of the various requirements.  They must be 
made aware explicitly what they are authorised to do.   

 
2. When some other agency (e.g. Police, Customs & Excise, Inland Revenue etc.):- 
 
 a. wish to use the Borough Council’s resources (e.g. CCTV surveillance systems), that agency 

must use its own RIPA procedures and, before any Officer agrees to allow the Borough 
Council’s resources to be used for the other agency’s purposes, s/he must obtain a copy of 
that agency’s RIPA form for the record (a copy of which must be passed to the Director of 
HR, Legal & Communications for the Central Register) and/or relevant extracts from the 
same which are sufficient for the purposes of protecting the Borough Council and the use of 
its resources; 

 
 b. wish to use the Borough Council’s premises for their own RIPA action, the Officer should, 

normally, co-operate with the same, unless there are security or other good operational or 
managerial reasons as to why the Borough Council’s premises should not be used for the 
agency’s activities.  Suitable insurance or other appropriate indemnities may be sought, if 
necessary, from the other agency for the Borough Council’s co-operation in the agency’s 
RIPA operation.  In such cases, however, the Borough Council’s own RIPA forms should not 
be used as the Borough Council is only “assisting” and is not “involved” in the RIPA activity 
of the external agency.  

 
3. In terms of 2(a), if the Police or other Agency wish to use Borough Council resources for general 

surveillance, as opposed to specific RIPA operations, an appropriate letter requesting the proposed 
use, extent of remit, duration, who will be undertaking the general surveillance and the purpose of it 
must be obtained from the Police or other Agency before any Borough Council resources are made 
available for the proposed use.  

 
4. If in doubt, please consult with the Director of HR, Legal & Communications at the earliest 

opportunity.  
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J. Senior Responsible Officer and Elected Members  
 
The Senior Responsible Officer  
 
1. The Director of HR, Legal & Communications is the Council’s Senior Responsible Officer.   
 
2. The Home Office Covert Surveillance and Property Interference Revised Code of Practice provides 

that it is considered good practice that within every relevant public authority, a senior responsible 
officer should be responsible for:-  

 
• the integrity of the process in place within the public authority to authorise directed 

surveillance and for the management of CHIS; 
 
• compliance with Part II of RIPA and with this code; 
 
• Oversight of the reporting of errors to the relevant Commissioner and the identification of 

both the cause(s) of errors and the implementation of processes to minimise the repetition of 
errors.   

 
• engagement with the Commissioner’s and inspectors when they conduct their inspections, 

and  
 

• where necessary overseeing the implementation of any post inspection action plans 
recommended or approved by a Commissioner. 

 
3. The Code of Practice also provides that within local authorities, the senior responsible officer should 

be a member of the corporate leadership team and should be responsible for ensuring that all 
authorising officers are of an appropriate standard in light of any recommendations in the inspection 
reports prepared by the Officer of Surveillance Commissioners, and that where an inspection report 
highlights concerns about the standards of authorising officers, the senior responsible officer will be 
responsible for ensuring the concerns are addressed.   

 
Elected Members  
 
4. The Code of Practice indicates that elected members of a local authority should review the 

authority’s use of the Act and set the Policy at least once a year.  They should also consider 
internal reports on use of the 2000 Act on at least a quarterly basis to ensure that it is being used 
consistently with the authority’s policy and that the policy remains fit for purpose.  They should not, 
however, be involved in making decisions on specific authorisations.   
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K. Acquisition and Disclosure of Communications Data 
 
 
Designated Persons or Authorising Officers 
 
1. Designated Persons are defined within RIPA and the 2003.  Designated Persons or Authorising 

Officers may grant an authorisation allowing an Officer of the Authority to collect or retrieve 
communications data.  An authorisation under Section 22(3) of RIPA is granted by the Designated 
Person or Authorising Officer but must be administered by an Officer of the Council who is a Home 
Office accredited “SPOC” (a Single Point of Contact).  Please, however, see paragraph 20 and the 
reference to NAFN.  Under Section 22(4) of RIPA a notice can be given to a Communications 
Service Provider requiring them to collect or retrieve the data and produce it to the Council.  The 
notice is given by a Designated Person or Authorising Officer, but must be served by a SPOC.   

 
Authorisations  
 
2. An Authorising Officer may grant an authorisation under Section 22(3) of RIPA to other Officers 

holding offices, ranks or positions in the Borough Council as defined in the 2003 Order, to engage 
in any conduct to which Chapter II of RIPA applies.  

 
3. Chapter II applies to 
 
 (a) any conduct in relation to a postal service or telecommunication system for obtaining 

communications data, other than conduct consisting in the interception of communications in 
the course of their transmission by means of such a service or system; and  

 
 (b) the disclosure to any person of communications data.  
 
Communications Data 
 
4. Communications Data means any of the following:- 
 
 (a) any traffic data comprised in or attached to a communication (whether by the sender or 

otherwise) for the purposes of any postal service or telecommunications system by means of 
which it is being or may be transmitted;  

 
 (b) any information which includes none of the contents of a communication (apart from any 

information falling within paragraph (a)) and is about the use made by any person:- 
 
  (i) of any postal service or telecommunications service; or 
 
  (ii) in connection with the provision to or use by any person of any telecommunications 

service, of any part of a telecommunication system; 
 
 (c) any information not falling within paragraph (a) or (b) that is held or obtained, in relation to 

persons to whom he provides the service, by a person providing a postal service or 
telecommunications service.  

 
5. Only Communications Data falling within (b) and (c) above may be authorised or required to be 

obtained by means of an authorisation given, or notice made on behalf of the Council under Sections 
22(3) and (4) of  RIPA.   
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Grounds for Authorisations and Notices 
 
6. An Authorising Officer may only grant an authorisation or give a notice under Sections 22(3) and (4) 

of RIPA where the Officer believes that it is necessary for the purpose of preventing or detecting 
crime or of preventing disorder.   

 
Notices 
 
7. Where it appears to an Authorising Officer that a postal or telecommunications operator is or may be 

in possession of, or be capable of obtaining, any communications data, the Authorising Officer may, 
by notice to the postal or telecommunications operator, require the operator:- 

 
 (a) if the operator is not already in possession of the data, to obtain the data; and  
 
 (b) in any case, to disclose all of the data in his possession or subsequently obtained by him.  
 
Proportionality 
 
8. An Authorising Officer must not grant an authorisation or give a notice, unless he believes that 

obtaining the data in question by the conduct authorised or required by the authorisation or notice is 
proportionate to what is sought to be achieved by so obtaining the data.  

 
Form and Duration of Authorisations and Notices 
 
9. An authorisation under Section 22(3) of RIPA:- 
 
 (a) must be granted in writing or (if not in writing) in a manner that produces a record of its having 

been granted; 
 
 (b) must describe the conduct to which Chapter II of RIPA applies that is authorised and the 

communications data in relation to which it is authorised;  
 
 (c) must specify the matters falling within section 22(2) of RIPA by reference to which it is 

granted; and  
 
 (d) must specify the office, rank or position held by the person granting the authorisation.   
 
10. A notice under Section 22(4) of RIPA requiring communications data to be disclosed or to be 

obtained and disclosed:- 
 
 (a) must be given in writing or (if not in writing) must be given in a manner that produces a record 

of its having been given;  
 
 (b) must describe the communications data to be obtained or disclosed under the notice;  
 
 (c) must specify the matters falling within section 22(2) of RIPA by reference to which the notice 

is given;  
 
 (d) must specify the office, rank or position held by the person giving it; and  
 
 (e) must specify the manner in which any disclosure required by the notice is to be made.  
 
11. A notice must not require the disclosure of data to any person other than:- 
 
 (a) the person giving the notice; or  
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 (b) such other person as may be specified in or otherwise identified by, or in accordance with, the 
provisions of the notice;  

 
 but the provisions of the notice shall not specify or otherwise identify a person for the purposes of 

paragraph (b) unless he holds an office, rank or position with the same relevant public authority as 
the person giving the notice.  

 
12. An authorisation or notice:- 
 
 (a) must not authorise or require any data to be obtained after the end of the period of one month 

beginning with the date on which the authorisation is granted or the notice given; and  
 
 (b) in the case of a notice, must not authorise or require any disclosure after the end of that 

period of any data not in the possession of, or obtained by, the postal or telecommunications 
operator at a time during that period. 

 
13. An authorisation or notice may be renewed at any time during the end of the period of one month 

applying to that authorisation or notice.  
 
14. A renewal of an authorisation or of a notice must be by the grant or giving, in accordance with this 

section, of a further authorisation or notice.  
 
15. Paragraph 12 will have effect in relation to a renewed authorisation or renewal notice as if the period 

of one month mentioned in that paragraph did not begin until the end of the period of one month 
applicable to the authorisation or notice that is current at the time of the renewal.  

 
16. All authorisations or renewals also now require the additional approval of a Justice of the Peace 

before they are effective.  Appendices 2A and 2B provide details of the procedure involved and what 
the Justice of the Peace must be satisfied of if an approval is to be granted.   

 
17. Where an Authorising Officer who has given a notice is satisfied:- 
 
 (a) that it is no longer necessary on the relevant grounds falling within section 22(2) of RIPA for 

the requirements of the notice to be complied with, or  
 
 (b) that the conduct required by the notice is no longer proportionate to what is sought to be 

achieved by obtaining communications data to which the notice relates,  
 
 he must cancel the notice.  
 
18. Appendix 6 contains the following Communications Data Forms:- 
 
 ACD 1  Application for Communications Data 
 ACD 2  SPOC Log Sheet 
 ACD 3  Application for Communications Data - SPOC Rejection Form 
 ACD 4  SPOC Officers Report 
 ACD 5  Designated Person’s Consideration Form - Application for Communications Data 
 *ACD 6 Notice under Section 22(4) of RIPA 
 *ACD 7 Cancellation of Notice under Section 22(4) of RIPA - Applicant 
 *ACD 8 Cancellation of Notice under Section 22(4) of RIPA – SPOC 
 ACD 9  Schedule for Authorised Acquisition of Subscriber Information 
 
 * These are Stockton-on-Tees Borough Council references.  
 
19. Appendix 6 also includes a copy of the Home Office Code of Practice - Acquisition and Disclosure of 

Communications Data (March 2015). 
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20. With effect from 1 November 2010 the Council has been using the SPOC facility offered by the 
National Anti-Fraud Network (NAFN) 
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L. Records Management 
 
1. General 
 
. The Borough Council must keep a detailed record of all authorisations, renewals, 

cancellations and rejections in Service Groupings and a Central Register of all Authorisation 
Forms will be maintained and monitored by the Director of HR, Legal & Communications. 

 
2. Records maintained in Service Groupings 
 
 The designated Service Grouping Co-ordinator or Co-ordinators must ensure that the following 

documents are retained by the relevant Authorising Officer:-  
 

• a copy of the Forms together with any supplementary documentation and notification of the 
approval given by the Authorising Officer;  

• a record of the period over which the surveillance has taken place; 

• the frequency of reviews prescribed by the Authorised Officer;  

• a record of the result of each review of the authorisation;  

• a copy of any renewal of an authorisation, together with the supporting documentation submitted 
when the renewal was requested; 

• the date and time when any instruction was given by the Authorised Officer;  

• the Authorisation Reference Number for the authorisation (ARN). 

3. Product from Directed Surveillance 
 
 Material obtained as a result of surveillance activities e.g. photographs; video film; surveillance log; 

officers notes, should be recorded on a record. A copy of this record should be given to the 
Authorising Officer to be filed with the Authorisation Form. The Applicant or Investigating Officer 
should retain the original on the case or investigation file. All Officers should ensure that the 
integrity, security and confidentiality of this material is maintained.  Such material should be 
retained for a period of five years.  When it is destroyed, this fact should be recorded on the original 
record and be signed by the relevant Officer.  A copy of the amended record should then be given 
to the Authorising Officer.  

 
4. Records of Use of and Product from a CHIS 
 
 Similarly for Directed Surveillance records, records of the use and of the materials provided by a 

CHIS should be maintained by the Applicant and Authorising Officer, for a period of five years (see 
the additional notes on CHIS).   

 
5. Each form will have an ARN.  The cross-referencing of each ARN takes place within the Forms for 

audit purposes. The relevant Service Grouping code should be incorporated into the ARN.  
Rejected Forms will also have ARNs. 

 
6. Central Register maintained by the Director of HR, Legal & Communications  
 
 Authorising Officers must forward the originals of each Form (either electronically, but still signed, 

or in sealed envelopes, marked “Strictly Private and Confidential”) to the Director of HR, Legal & 
Communications for the Central Register, within 5 working days of the authorisation, review, 
renewal, cancellation or rejection. The Director of HR, Legal & Communications will monitor the 
same and given appropriate guidance, from time to time, or amend this Document, as necessary. 
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The Director of HR, Legal & Communications and Officers authorised by him will have access to 
the Central Register, which will be held in a locked filing cabinet. 

 
7. The Borough Council will retain records for a period of at least five years from the ending of an 

authorisation.    



 

RIPA Policy & Procedures 
February 2021 

30 

This document was classified as: OFFICIAL 

M Auditing of Authorisations and Records 
 
 
1. Each service within a Service Grouping which undertakes activities falling within the scope of RIPA, 

must undertake internal audits of authorisations and records on a quarterly basis.  An annual cross 
cutting audit across Service Groupings will be conducted each year, as directed by the Director of 
HR, Legal & Communications.   

 
2. Quarterly audits should be undertaken by a designated Service Grouping Co-ordinator or an 

Authorising Officer who in practice undertakes the least number of authorisations for the Service in 
question.  The chosen Auditor should not audit authorisations/renewals/cancellations which he/she 
has been responsible for.  These should be audited periodically (at least once a year by another 
Authorising Officer in the same service or service grouping).  

 
3. The following should fall within the scope of the audit:- 
 
 Applications (including applications for judicial approvals) 
 Authorisations 
 Risk Assessments 
 Reviews and Renewals 
 Cancellations 
 Records of Product of Directed Surveillance 
 Source Records 
 
4. The audit should seek to establish compliance of the  
 authorisations/assessments/reviews/renewals/cancellations and records, with the following:- 
 
 The Regulation of Investigatory Powers Act 2000 
 Statutory Instruments made under the Act 
 The Code of Practice on Covert Surveillance 
 The Code of Practice on Covert Human Intelligence Sources 
 Stockton-on-Tees Borough Council’s Corporate Policy and Procedures Document 
 Guidance material issues by The Home Office, LACORS (Local Authority Co-ordinators of 

Regulatory Services) 
 
5. Each Service should draw up an audit programme.  Non-conformities identified as a result of the 

audit, should be reported to the relevant Service Management Team.  Issues of interpretation, 
which cannot be resolved, should be referred to the Director of HR, Legal & Communications.   

 
6. Copies of the service audit should be filed with the management records, held by the Authorising 

Officers.  The cross authority audit report will be held within the Central Record maintained by the 
Director of HR, Legal & Communications.  

 
7. The Office of Surveillance Commissioners (OSC) will audit/review the Borough Council’s policies 

and procedures, and individual authorisations.   
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N. COMPLAINTS 
 
1. Copies of the Codes of Practice on Covert Surveillance and Covert Human Intelligence Sources will 

be made available to the public by request to the Director of HR, Legal & Communications, at the 
Municipal Buildings, Church Road, Stockton-on-Tees or by telephoning 01642 527061 or by writing 
to the Director of HR, Legal & Communications, PO Box 11, Municipal Buildings, Church Road, 
Stockton-on-Tees TS18 1LD.  Access can also be provided, on request, to the Regulation of 
Investigatory Powers Act 2000 and related regulations.  

 
2. Complaints about the Council’s actions under RIPA should be submitted in writing to the Director of 

HR, Legal & Communications at the above address.  
 
3. Information on the Investigatory Powers Tribunal will be provided as part of the response to any 

RIPA complaint, including the provision of copies of the Tribunal’s complaint form and information 
leaflet, or by contacting the Director of HR, Legal & Communications as indicated above.   
Alternatively, please refer to the information from the Tribunal’s website (www.ipt-uk.com) which is 
attached following page 32 to this Document.   

 
4. This Corporate Policy and Procedures Document is available on the Council’s website at 

www.stockton.gov.uk   
 

http://www.ipt-uk.com/
http://www.stockton.gov.uk/
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O. Conclusion 
 
 
1. Where there is an interference with the right to respect for private life and family guaranteed under 

Article 8 of the European Convention on Human Rights and where there is no other source or lawful 
authority for the interference, or if it is held not to be necessary or proportionate to the 
circumstances, the consequences of not obtaining or following the correct authorisation procedure 
set out in RIPA and this Document, may be that the action (and the evidence obtained) will be held 
to be unlawful by the Courts pursuant to Section 6 of the Human Rights Act 1998.  

 
2. Obtaining an authorisation under RIPA and following this Document, will ensure, therefore, that the 

action is carried out in accordance with the law and subject to stringent safeguards against abuse 
of anyone’s human rights.  

 
3. Authorising Officers will be suitably trained and they must exercise their minds every time they are 

asked to sign a Form.  They must never sign or rubber stamp form(s) without thinking about their 
personal and the Borough Council’s responsibilities.  

 
4. Any boxes not needed on the Form(s) must be clearly marked as being “NOT APPLICABLE”, “N/A” 

or a line put through the same.  Great care must also be taken to ensure accurate information is 
used and is inserted in the correct boxes.  Reasons for any refusal of an application must also be 
kept on the form and the form retained for future audits.  

 
5. Particular care must be taken when considering and confirming whether the proposed surveillance 

is proportionate to what it seeks to achieve.  The explanation must be full and complete.  Please 
refer to paragraph 2 of Section D (General Information on RIPA) and paragraph 11 d in Section H 
(Authorisation Procedures) for further guidance.  

 
6. Authorising Officers, in giving approval, must state on the form, in detail, why they consider the 

proposed action to be necessary and proportionate.  
 
7. Care must also be taken to ensure that a full description of the surveillance operation is given on 

the authorisation form.  Appropriate plans, should be used, particularly where camera surveillance 
is proposed.  Such plans can be obtained from the Council’s intranet at “Maps at Stockton”.   

 
8. This is particularly important in view of the requirements to obtain judicial approval to all 

authorisations, renewals or notices under RIPA, and to satisfy the crime threshold requirements 
before any directed surveillance authorisations or renewal is approved.   

 
9. Investigating and Authorising Officers should note that the expiry date (date for cancellation) for an 

authorisation for three months commencing e.g. on 1 March is 23.59 hours on 31 May and not 1 
June.  

 
10. Authorised activities, and therefore all authorisations, should be regularly reviewed i.e. at least 

every 4 weeks.   
 
11. For further advice and assistance on RIPA, please contact the Borough Council’s Director of HR, 

Legal & Communications as the Senior Responsible Officer (who is also the Monitoring Officer).  
Details are provided on the front of this Document.  
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APPENDIX 1 
DESIGNATED RIPA CO-ORDINATOR AND AUTHORISED OFFICERS 
 
RIPA CO-ORDINATOR 
 
The designed RIPA Co-ordinator for Stockton-on-Tees Borough Council under the Regulation of Investigatory Powers Act 2000 shall be: 
 

OFFICER SERVICE GROUPING CONTACT DETAILS 
 
Mrs Beccy Brown 
Director of HR, Legal & Communications 

 
HR, Legal & Communications 
PO Box 11 
Municipal Buildings 
Church Road 
Stockton-on-Tees TS18 1LD 

 
Tel:  01642 527003 
 
E-mail:             Beccy.brown@stockton.gov.uk 
 
Fax:  01642 527062 
 

   
 
 
AUTHORISING OFFICERS 
 
The following Officers shall be designated as Authorising Officers for the purposes specified on behalf of Stockton-on-Tees Borough Council under the 
Regulation of Investigatory Powers Act 2000: 
 

 
SERVICE GROUPING 

 
AUTHORISING 

OFFICER 
E-MAIL ADDRESS APPROVAL TO AUTHORISE 

Directed 
Surveillanc

e 

Use or 
Conduct of 
a Source 

Confidential 
Material 

Use of a 
Vulnerable 
Individual 

as a Source 

Use of a 
Juvenile as 

a Source 

Managing Director Mrs Julie Danks julie.danks@stockton.gov.uk  Yes Yes Yes Yes Yes 
HR, Legal & 
Communications 

Mrs Beccy Brown beccy.brown@stockton.gov.uk Yes Yes No No No 

Adults Services , Public 
Heath inc Environmental 
Health  

Sarah Bowman 
Abouna 

Sarah.bowman-
abouna@stockton.gov.uk 

 

Yes Yes No No No  

Community Services and 
Trading Standards  

Craig Willows Craig.willows@stockton.gov.uk 
 

Yes Yes No No No 

mailto:julie.danks@stockton.gov.uk
mailto:beccy.brown@stockton.gov.uk
mailto:Sarah.bowman-abouna@stockton.gov.uk
mailto:Sarah.bowman-abouna@stockton.gov.uk
mailto:Craig.willows@stockton.gov.uk
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APPENDIX 1 
 
 
IMPORTANT NOTES 
 
A. Even if a post is identified in the above list the persons currently employed in such posts are not authorized to sign RIPA Forms (including a renewal or cancellation) 

unless s/he has been certified by the relevant Chief Officer and notified to the Director of HR, Legal & Communications.  
B. Only the Managing Director, and in her absence the Corporate Director of Resources are authorised to sign Forms relating to Juvenile Sources and Vulnerable 

Individuals (see paragraph G of this Document).   
C. Only the Managing Director, and in her absence the Corporate Director of Resources are authorised to sign Forms  where through the use or conduct of a CHIS or 

through directed surveillance it is likely that knowledge of confidential information will be acquired.   
D. If a Chief Officer wishes to add, delete or substitute a post, s/he must make and record the necessary decision and notify the Director of HR, Legal & 

Communications. 
E. If in doubt, ask the Director of HR, Legal & Communications BEFORE any directed surveillance and/or CHIS is authorized, renewed, rejected or cancelled.   
F. Directed Surveillance authorisations or renewals can only be granted with effect from 1 November 2012 if the statutory crime threshold is met, and all authorizations, 

renewals or notices under RIPA require prior judicial approval before they are effective.   
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APPENDIX 2 
RIPA FLOW CHART 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
NB1: If in doubt, ask the Director of HR, Legal & Communications BEFORE any directed 

surveillance and/or CHIS is authorised, renewed, cancelled or rejected.  Chief Officers will 
designate one or more of their staff to be a Service Grouping Co-ordinator(s) for the purpose 
of RIPA and advise the Director of HR, Legal & Communications accordingly.   

 
 
NB2:   Remember that in addition to the internal authorisation process there is also, with effect from 

the 1 November 2012 a judicial approval process for all RIPA authorisations, renewals or 
notices.   

 
 

Requesting Officer (“The Applicant”) must: 
• Read the Corporate Policy & Procedures Document and be aware of any other guidance 

issued by the Director of HR, Legal & Communications. 
• Determine that directed surveillance and/or a CHIS is required 
• Assess whether authorisation will be in accordance with the law 
• Assess whether authorisation is necessary under RIPA and whether it could be done 

overtly 
• Consider whether surveillance will be proportionate 
• If authorisation is approved - review regularly 

If a less intrusive 
option is available 
and practicable 
Use that option! 

If authorisation is necessary and proportionate, prepare 
and submit an approved form to the Authorising Officer. 

Authorising Officer must: 
• Consider in detail whether all options have been duly considered, 

including the Corporate Policy & Procedures Document and any other 
guidance issued by the Director HR, Legal and Communications 

• Consider whether surveillance is considered by him/her to be necessary 
and proportionate 

• Authorise only if an overt or less intrusive option is not practicable 
• Set an appropriate review date (can be up to 3 months after authorisation 

date) and conduct the review 

The Applicant must: 
REVIEW REGULARLY 
ALL AUTHORISATIONS 
(complete Review Form) 
and submit to Authorising 
Officer on date set 

The Applicant must: 
If operation is no longer 
necessary or 
proportionate, complete 
CANCELLATION FORM 
and submit to 
Authorising Officer 

Authorising Officer must: if 
surveillance is still necessary and 
proportionate: 
• Review authorisation 
• Set an appropriate further 

review date 

Authorising Officer must: 
Cancel authorisation when it is 
no longer necessary or 
proportionate. 

ESSENTIAL 
 
Send all Authorised  (and 
any rejected) Forms, 
Review, Renewals and 
Cancellations to the 
Service Grouping Co-
Ordinator(s) and to the 
Director of HR, Legal & 
Communications within 5 
working days of the 
relevant event. 
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APPENDIX 3 
 
 

 
 

STOCKTON-ON-TEES BOROUGH COUNCIL 
    

REGULATION OF 
INVESTIGATORY 

POWERS 
ACT 2000 

 
PROCEDURAL ADVICE 

FOR 
(IN)FREQUENT USERS 

 
 
 
 
   

 
 

                 
 
 
 

 
 
 
                                                            
Produced by:   
HR, Legal & Communications   July 2009 
Stockton-on-Tees Borough Council 
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Foreword 

1.1 This document is provided to support the Council’s Corporate Policy and Procedures 
Document.  The intention is to document, in a straightforward manner, the questions 
which need to be asked and the steps which need to be taken to ensure that the 
Council complies with RIPA. 

1.2 The procedures are presented as a series of flowcharts, most of which apply to the 
preparation or the scrutiny of a particular form (though some do mention ancillary 
forms). 

1.3 References to forms are references to the forms in the appendices to the Corporate 
Policy and Procedures Document. 

1.4 As with the Corporate Policy and Procedures Document, this procedural 
advice provides a summary and overview of the legislation and codes of 
practice. DO NOT seek to rely on them alone. In the event of any doubt, refer to 
the relevant legislation or code or seek advice from the Director of HR, Legal & 
Communications. 

1.5 Please also remember that in addition to these procedures, all RIPA authorisations, 
renewals or applications/notices require prior judicial approval from a Justice of the 
Peace before they are effective and can be acted upon.   
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A. Establish Whether an Operation Requires Authorisation. 
 

1. Will any persons (including innocent 
passers-by or visitors to premises) who may 
be subject to the surveillance be unaware that 
it is or may be taking place? 

 
NO 

The operation is not Covert.   Undertake the 
operation.   

YES   
2. Is it possible to take reasonable steps (e.g. 
signage, standing in the open) to make people 
aware that surveillance is or may be taking 
place? 

 
YES 

Take those steps to make the operation 
Overt.   Undertake the operation. 

NO   
3. Is the surveillance merely general 
observation? 

 
YES 

The operation is not Directed.   Undertake the 
operation. 

NO   
4. Is the surveillance likely to result in private 
information about any person (including 
innocent passers-by or visitors to premises) 
being obtained? 

 
NO 

The operation is not Directed.   Undertake the 
operation. 

YES   
5. Will the surveillance involve residential 
premises (as defined by RIPA) and/or a 
private vehicle? 

 
NO 

Go to Step 8. 

YES   
6. Will the surveillance take place on 
residential premises or in a private vehicle? 

YES The operation would be Intrusive. Abandon 
the operation. 

NO   
7. Will equipment be used which might result 
in a product equivalent to surveillance taking 
place on residential premises or in a private 
vehicle? 

 
YES 

The operation would be Intrusive. Abandon 
the operation. 

NO   
8. Is there any likelihood of similar activities to 
those proposed being undertaken by another 
service of the Council or another agency? 

 
NO 

Go to Step 11. 

YES   
9. Contact the other service(s)/agency(s) to 
identify any duplication. 

  

    
10. Is there any likelihood of duplication? YES Re-plan the operation as a joint one with the 

other service(s)/agency(s). 
NO   

11. Is it possible to obtain the product sought 
by any method(s) other than Covert, Directed 
Surveillance? 

 
YES 

Re-plan the operation to obtain the product 
using the alternative method(s). 

NO   
12. Complete the appropriate Authorisation 
Form(s) (A1 + possibly B1) 

  

    
13. Complete a risk assessment as referred to 
in the forms. 

  

    
14. Seek authorisation before proceeding with 
the operation. 

  

   
15.  Remember that following authorisation 
internally, additional approval will be required 
from a Justice of the Peace, before the 
authorisation can be acted upon 
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B. Completion of Application for Authorisation to Carry Out Directed Surveillance  
 

1. Obtain an Authorisation Reference Number from the Authorising Officer.  Enter it on the 
form when it is provided but do not delay preparation of other elements of the form whilst 
waiting for it. 
  
2. Enter the Name of the person making the application 
  
3. Give details of the Service of the Council where the Applicant works. 
  
4. Enter details of the address where the person making the application works and other 
contact details. 
  
5. Enter the name of the operation (if applicable). This will be any reference by which the 
operation is known within the Service in question, as opposed to the Authorisation Reference 
Number provided by the relevant Authorising Officer. 
  
6. Box 1. Enter details of the officer from whom Authorisation will be sought. 
 
7.  Box 2. Give details of any specific investigation or operation involved, if there is one. 
 
8. Box 3. Provide details of the conduct for which Authorisation is being sought and the 
purpose of the activity. 
N.B. This needs to be in terms of something like “Activity will take the form of static 
observations of 6 John Street from a vehicle parked approximately 50 yards away. Two 
operatives, X and Y, will be involved. Observations will take place between the hours of xx 
and yy using zzz equipment. X will keep the observation log”.  
Merely using terms such as “Keep observations on” is insufficient. 
The use of set phrases is not acceptable. 
Please also note that an authorisation for directed surveillance can only be granted where the 
investigation/proposed surveillance concerns alleged criminal offences attracting a maximum 
custodial sentence of 6 months or more, or relating to the underage sale of tobacco or 
alcohol.   
 
9. Box 4. Provide details of any and all persons who are expected to be subjects of the 
conduct for which Authorisation is being sought. 
N.B. This need not necessarily identify people by name. It could be along the lines of “Driver 
of white, N registered, Transit van believed to be selling tobacco products illegally”. 

 

10. Box 5. Give details of the information which the Applicant wishes to obtain from the 
conduct for which Authorisation is being sought. This should include details of the format(s) in 
which the information will be recorded (e.g. Photographs, Video film, Voice recordings, 
Surveillance log, Officers’ Notes). 
N.B. Where appropriate the description of the information being sought must include that 
which disproves as well as proves allegations or shows inactivity rather than activity. 
  
11. Box 6. The form is pre-populated with the grounds which may necessitate Directed 
Surveillance. Delete any which do not apply. 
  
12. Box 7. Enter a detailed explanation of why each specific ground or reason for the 
surveillance applies in this particular case. 
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13. Box 8. Enter details of any potential Collateral Intrusion together with details of why such 
intrusion cannot be avoided. This should include details of any measures taken to reduce 
intrusion (e.g. placing a noise recording device against a kitchen rather than a bedroom wall) 
and of any plans to minimise intrusion which cannot be avoided. 
N.B. Collateral Intrusion is where interference with the privacy of others not subject to the 
original surveillance may occur. Examples of “others” are innocent passers-by, visitors to 
premises under surveillance and family & friends of persons who are the subject of 
surveillance. 
Merely using terms such as “Minimal” is insufficient. 
The use of set phrases is not acceptable. 
  
14. Box 9. Enter a detailed explanation of why the proposed action is proportionate. Give 
details of all other means of obtaining information considered and why they have been 
rejected in favour of surveillance. 
N.B. The seriousness of the suspected offence is not the test of proportionality. 
The use of set phrases is not acceptable. 
  
15. Box 10. Provide details of the likelihood of acquiring any Confidential Information. 
Confidential Information includes Matters subject to legal privilege, Confidential personal 
information (basically that which concerns health and spiritual matters) and Confidential 
journalistic material.  
N.B. The test is likelihood of acquisition, not intent to acquire. 
  
16. Box 11. Enter the Date and Time at which the conduct for which Authorisation is sought is 
intended to start. 
  
17.   Please provide a risk assessment and provide the Authorising Officer with relevant 
details.  
  
18. Pass or take the form to the officer from whom Authorisation will be sought. 
 
19.  Please note that additional judicial approval to the authorisation will be required from a 
Justice of the Peace, before the authorisation can be acted upon.   
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C. Authorisation of Application for Authorisation to Carry Out Directed 
Surveillance  

 
1. Does the form contain an Authorisation 
Reference Number?  

 
NO 

Ensure that an Authorisation Reference 
Number is provided and entered onto the 
form.  

YES   
2. Are the details of the Applicant 
correctly completed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Authorisation. 

YES   
3. Box 1. Are the details of the 
Authorising Officer correct? 

YES Go to Step 6 

NO   
4. Is it appropriate to correct the details?  

NO 
Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Authorisation. 

YES   
5. Correct the Authorising Officer details 
and sign the correction. 

  

    
6. Boxes 6 & 7. Are the appropriate 
grounds stated and is there sufficient 
justification for the use of Directed 
Surveillance rather than any other method 
of obtaining the information? 
 
NB. Please remember that directed 
surveillance can only be authorised under 
RIPA where criminal offences attracting a 
maximum custodial sentence of 6 months 
or more, or relating to the underage sale 
of tobacco or alcohol are involved.   

 
NO 

Refuse to authorise the operation and 
record the reason(s) why on the form. 
Forward a copy of the form, securely, to 
the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register  

YES   
7. Box 9. Is there sufficient evidence to 
show that the surveillance is 
proportionate and not excessive? 

 
NO 

Refuse to authorise the operation and 
record the reason(s) why on the form. 
Forward a copy of the form, securely, to 
the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register  

YES   
8. Boxes 4 & 3 & 2. Is the description of 
the activity to be undertaken and any 
known subjects sufficiently 
comprehensive and does the Applicant 
describe how the surveillance will be 
undertaken, where it will occur and any 
equipment (e.g. cameras, video camera) 
which will be used? Have any relevant 
specific investigation or operation details 
been included? 

 
NO 

Refuse to authorise the operation and 
record the reason(s) why on the form. 
Forward a copy of the form, securely, to 
the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 

YES   
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9. Box 5. Is information being sought 
described, including how this may provide 
evidence of the offence or other matter 
being investigated? 
 

 
NO 

Refuse to authorise the operation and 
record the reason(s) why on the form. 
Forward a copy of the form, securely, to 
the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 

YES   
10. Box 8. Is the potential for collateral 
intrusion identified and are there plans to 
avoid / minimise such intrusion? 

 
NO 

Refuse to authorise the operation and 
record the reason(s) why on the form. 
Forward a copy of the form, securely, to 
the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register  

YES   
11. Box 10. Is there a statement of the 
likelihood of obtaining confidential 
material / religious material and is it 
sufficiently detailed? 
 

 
NO 

Refuse to authorise the operation and 
record the reason(s) why on the form. 
Forward a copy of the form, securely, to 
the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register  

YES   
12. Box 10. Is there any intention or 
likelihood of confidential material being 
obtained? 

NO Go to Step 15. 

YES   
13. Are you the Managing Director (or, in 
her absence, the Director of HR, Legal & 
Communications or the Corporate 
Director of Resources)? 

NO Return the form to the Applicant with 
instructions to take it to the Managing 
Director (or, in her absence, the Director 
of HR, Legal & Communications or the 
Corporate Director of Resources) for 
authorisation. 

YES   
14. Box 11. Are the details of the 
Anticipated Start correct? 

YES Go to Step 18. 

NO   
15. Is it appropriate to correct the details?  

NO 
Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Authorisation. 

YES   
16. Correct the Anticipated Start details 
and sign the correction. 

  

    
17.  Have details relating to the risk 
assessment which has been undertaken, 
been provided? 

 
NO 

Return the form to the Applicant with 
instructions to provide the appropriate 
details before re-presenting the form for 
Authorisation. 

YES   
18.  Box 13.  Enter your comments, 
specifying why you think the directed 
surveillance is necessary and 
proportionate. 
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19. Box 12. Enter a detailed explanation of why the authorisation is to be granted together 
with details of any control measures (e.g. reviews, circumstances in which the surveillance 
must be stopped) which are deemed to be necessary.  Also, enter the details of the Activity 
authorised, your details, the date and time and the start date and the dates of when the first 
reviews of the authorisation must take place (at least every 4 weeks).   
  
20.  Is Confidential Material to be 
authorised? 

NO Go to Step 24 

  
21. Box 14. Enter a detailed explanation 
of why the authorisation for confidential 
material is to be granted together with 
details of any control measures (e.g. 
reviews, circumstances in which the 
surveillance must be stopped) which are 
deemed to be necessary. Enter your 
details and Sign, Date & Time the form. 

 
 

 

YES  
22. Forward a copy of the form, securely, to the Director of HR, Legal & Communications for 
placing in the Central Register. File the original in the Service Grouping Register. 
 
23.  Do not forget that in addition to Authorising Officer approval, additional approval from a 
Justice of the Peace will be required before any authorisation becomes effective and can be 
acted upon.   
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D. Preparation of Review of a Directed Surveillance Authorisation  
 

1. Enter the unique Authorisation Number (taken from existing documentation of the 
operation). 
  
2. Enter the Name of the person making the application 
  
3. Give details of the Service of the Council where the Applicant works. 
  
4. Enter details of the address where the person making the application works and other 
contact details. 
  
5. Enter the name of the operation (if applicable), the date of authorisation or last renewal & 
expiry date of authorisation or last renewal (taken from existing documentation of the 
operation) plus the number of this review. 
  
6.  Enter the review number and date.  Also complete Box 1. 
  
7. Box 2. Provide details of the activity which has been undertaken since the last review, the 
information obtained and its value. 
N.B. This needs to be in terms of something like “Static observations of 6 Baker Street were 
carried out between the hours of 7am to 7:30am and 5pm to 6pm on dd/mm/yy. Person A was 
seen to leave the property during the morning observation period and to return during the 
evening observation period. Still photographs of Person A were obtained. This suggests that 
Person A may be residing at the property and going out to work each day”.  
The use of set phrases is not acceptable. 
  
8. Box 3. Provide details of why it is necessary to continue. 
N.B. This needs to be in terms of something like “Observations of the property need to 
continue at the same hours during the period dd/mm/yy to dd/mm/yy. This will establish 
whether Person A’s activities are regular – which would tend to confirm the suggestion of 
residency/employment”.  
Again, the use of set phrases is not acceptable. 

and  
9. Box 4. Enter a detailed explanation of why the proposed action continues to be 
proportionate. Give details of all other means of obtaining information considered and why 
they have been rejected in favour of surveillance. 
It is not sufficient simply to repeat the information given on the original authorisation form. 
  
10. Box 5. Enter details of any Collateral Intrusion which has occurred and why it occurred. 
Also enter details of any further Collateral Intrusion which may potentially occur, together 
with details of why such intrusion cannot be avoided. This should include details of any 
measures taken to reduce intrusion (e.g. placing a noise recording device against a kitchen 
rather than a bedroom wall) and of any plans to minimise intrusion which cannot be avoided. 
The use of set phrases is not acceptable. 

and  
11. Box 6. Enter details of any Confidential Information which has been obtained, why it was 
obtained and why it is required. Also enter details of any further likelihood of acquiring any 
Confidential Information. Confidential Information includes Matters subject to legal privilege, 
Confidential personal information (basically that which concerns health and spiritual matters) 
and Confidential journalistic material.  
N.B. The test is likelihood of acquisition, not intent to acquire. 
  
12. Boxes 7 and 8.  Complete the Applicant’s details (Box 7) and provide any comments 
(Box 8).   
  
13.  Provide the Authorising Officer with details of the review of the previous risk assessment 
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14. Ensure that the Record of Product Obtained by Directed Surveillance form is updated if/as 
necessary. 
  
15. Pass or take the Record of Product and Review Form to the officer who is to review the 
Authorisation. 
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E. Review of a Directed Surveillance Authorisation  
 

1. Has the Record of Product Obtained by 
Directed Surveillance been adequately 
kept up to date? 

 
NO 

Return the form to the Applicant with 
instructions to complete/update the Record 
of Product Obtained by Directed 
Surveillance properly before re-presenting 
the form for Authorisation. 

YES   
2. Does the Review form contain the 
correct Authorisation Reference Number 
(taken from existing documentation of the 
operation)? 

 
NO 

Return the form to the Applicant with 
instructions to obtain the number before re-
presenting the form for Review. 

YES   
3. Are the details of the Applicant 
(including authorisation/date and review 
number and date) correctly completed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Review. 

YES   
4. Box 2 Is the information provided 
sufficiently detailed and free of set 
phrases? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Review. 

YES   
5. Box 3. Are the grounds of necessity to 
continue sufficiently detailed and free of 
set phrases? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Review. 

YES   
6. Box 3. Do the grounds of necessity to 
continue provide sufficient justification for 
the authorisation to continue? 

 
NO 

Complete the statement in Boxes 8 & 9. 
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register 
Complete a Cancellation of Directed 
Surveillance Authorisation form. 

YES   
7 Box 4. Is there sufficient evidence to 
show that continuing the surveillance is 
still proportionate and not excessive? 

 
NO 

Complete the statement in Boxes 8 & 9.  
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register. 
Complete a Cancellation of Directed 
Surveillance Authorisation form. 

YES   
8.  Box 5. Are the records of any 
Collateral Intrusion which has occurred, 
and why it occurred, sufficiently detailed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Review. 

YES   
9.  Box 5. Is the potential for future 
collateral intrusion identified and are there 
plans to avoid / minimise such intrusion, 
having regard to any which has already 
occurred? 

 
NO 

Complete the statement in Boxes 8 & 9.  
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register. 
Complete a Cancellation of Directed 
Surveillance Authorisation form. 

YES 
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10.  Box 6. Has any confidential material 
been obtained and/or is there any 
intention or likelihood of confidential 
material being obtained? 

 
NO 

Go to Step 14. 

YES   
11. Are you the Managing Director (or, in 
her absence, the Director of HR, Legal & 
Communications or the Corporate 
Director of Resources)? 

 
NO 

Return the form to the Applicant with 
instructions to take it to the Managing 
Director (or, in her absence, the Director of 
HR, Legal & Communications or the 
Corporate Director of Resources) for review. 

YES   
12.  Box 6. Are the records of any 
confidential information obtained, and 
why it was obtained, sufficiently detailed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Review. 

YES   
13.  Box 6 Is the likelihood of acquiring 
further confidential information identified 
in sufficient detail? 

 
NO 

Complete the statement in Boxes 8 & 9. 
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register. 
Complete a Cancellation of Directed 
Surveillance Authorisation form. 

YES   
14.  Are the details of the review of the 
previous risk assessment sufficient? 

 
NO 

Return the form to the Applicant with 
instructions to provide further details. 

YES   
15. Is there justification for continuing the 
authorisation? 

 
NO 

Complete the statements in Boxes 8 & 9. 
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register. 
Complete a Cancellation of Directed 
Surveillance Authorisation form. 

YES   
16.  Box 8. Enter a detailed explanation 
of why the authorisation should continue 
together with details of any changes to 
control measures (e.g. reviews, 
circumstances in which the surveillance 
must be stopped) which are deemed to 
be necessary. 

  

    
17.  Box 10. Enter the date of when the 
next review of the authorisation must take 
place (no later than 4 weeks after the last 
review) 

  

    
18.  Box97. Enter your details and Sign, 
Date & Time the form. 

  

    
19. Forward a copy of the form, securely, 
to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 
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F. Preparation of Application for Renewal of a Directed Surveillance Authorisation 
 
1. Enter the Unique Authorisation Number (taken from existing documentation of the 
operation). 
  
2. Enter the Name of the person making the application 
  
3. Give details of the Service of the Council where the Applicant works. 
  
4. Enter details of the address where the person making the application works and other 
contact details. 
  
5. Box 1. Enter the numbers and dates of any previous renewals of this authorisation (taken 
from existing documentation of the operation). 
  
6.  Box 2. Provide full details of any significant changes in relation to the operation since it 
was authorised. Unless such matters have been aired in the course of a review these should 
include details of the activity which has been undertaken since the authorisation or last 
renewal. 
The use of set phrases is not acceptable. 
Confirm that the investigation concerns alleged criminal offences carrying a maximum of at 
least 6 months imprisonment or relate to the underage sale of tobacco or alcohol.   
  
7.  Box 3. Provide details of why it is necessary to continue. 
N.B. This needs to be in terms of something like “Observations of the property need to 
continue at the same hours during the period dd/mm/yy to dd/mm/yy. This will establish 
whether Person A’s activities are regular – which would tend to confirm the suggestion of 
residency/employment”.  
Again, the use of set phrases is not acceptable. 
  
8.  Box 5. Enter a detailed explanation of why the proposed action continues to be 
proportionate. Give details of all other means of obtaining information considered and why 
they have been rejected in favour of surveillance. 
It is not sufficient simply to repeat the information given on the original authorisation form. 
  
9. Box 5. Provide details of the information obtained, it’s content and its value to the 
operation. 
N.B. This needs to be in terms of something like “Observations of 6 Baker Street, during 
which still photographs of Person A entering and leaving the property were obtained, 
established that Person A appears to be living at the property. This would indicate that the 
benefit claimant at that address is not living alone.”  
The use of set phrases is not acceptable. 
  

10.  Box 6. Enter details of the reviews which have been carried out and the 
recommendation(s) to continue or cancel the authorisation which have resulted 
  
11. Box 7. Enter the Applicant’s details.   
  
12. Ensure that the Record of Product Obtained by Directed Surveillance form is updated if/as 
necessary. 
  
13. Pass or take the Record of Product and Renewal Form to the officer who is to be asked to 
renew the Authorisation. 
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G. Authorisation of Renewal of a Directed Surveillance Authorisation 
 

1. Has the Record of Product Obtained by 
Directed Surveillance been adequately 
kept up to date? 

 
NO 

Return the form to the Applicant with 
instructions to complete/update the Record 
of Product Obtained by Directed 
Surveillance properly before re-presenting 
the form for Authorisation. 

YES   
2. Does the Renewal form contain the 
correct Authorisation Reference Number 
(taken from existing documentation of the 
operation)? 

 
NO 

Return the form to the Applicant with 
instructions to obtain the number before re-
presenting the form for Renewal. 

YES   
3. Are the details of the Applicant 
correctly completed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Renewal. 

YES   
4. Box 1. Are the details of any previous 
renewals of this authorisation correct? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Renewal. 

YES   
5. Box 2 Is the information provided 
sufficiently detailed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Renewal. 

YES   
6. Box 3. Are the grounds of necessity to 
continue sufficiently detailed and free of 
set phrases? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Renewal. 

YES   
7. Box 3. Do the grounds of necessity to 
continue provide sufficient justification for 
the authorisation to continue? 

 
NO 

Amend/complete the statement in Box 9. 
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register. 
Complete a Cancellation of Directed 
Surveillance Authorisation form. 

YES   
8. Box 4. Is there sufficient evidence to 
show that continuing the surveillance is 
still proportionate and not excessive? 

 
NO 

Amend/complete the statement in Box 9.  
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register. 
Complete a Cancellation of Directed 
Surveillance Authorisation form. 

YES   
9. Box 5. Is the information provided 
sufficiently detailed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Renewal. 

YES   
10. Box 6. Is the information provided 
sufficiently detailed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Renewal. 
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                             YES 

  

11. Box 7. Are the details of the Applicant 
correctly completed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Renewal. 

YES   
12. Is there justification for continuing the 
authorisation? 

 
NO 

Amend/complete the statement in Box 8 
and 9.  Forward a copy of the form, 
securely, to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. Complete a Cancellation 
of Directed Surveillance Authorisation form. 

YES   
13. Box 8. Enter a detailed explanation of 
why the authorisation should continue 
together with details of any changes to 
control measures (e.g. reviews, 
circumstances in which the surveillance 
must be stopped) which are deemed to 
be necessary. 

  

    
14.  Box 9.  Complete the statement in 
box 9 and enter your details and the date 
of when the next review of the 
authorisation must take place and the 
date and time of the form (no later than 4 
weeks after the last review) 

  

    
15. Forward a copy of the form, securely, 
to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 

  

   
16.  Remember that in addition to 
Authorising Officer approval, additional 
judicial approval to the 
authorisation/renewal from a Justice of 
the Peace, will be required before the 
authorisation/renewal can be acted upon 
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H. Preparation of Cancellation of Directed Surveillance Authorisation 
 

1. Enter the Authorisation Reference Number (taken from existing documentation of the 
operation). 
  
2. Enter the Name of the person making the application 
  
3. Give details of the Service of the Council where the Applicant works. 
  
4. Enter details of the address where the person making the application works and other 
contact details. 
  
5. Box 1. Provide details of why the directed surveillance activity should be cancelled. 
Examples may be: 
• that the criteria under which the authorisation was granted/continued/renewed no longer 

apply, so directed surveillance can no longer be justified 
• that the directed surveillance activity which was authorised has come to an end and that 

cancellation is required as merely allowing the authorisation to lapse as a result of time 
expiring is not acceptable. 

The use of set phrases is not acceptable. 
  
6. Box 2. Provide details of the value (if any) derived from the directed surveillance activity 
which has been undertaken and from any information obtained as a result of the activity. 
N.B. It is important that full details are provided even where no value was derived from the 
surveillance, as the negative result could serve to prevent fruitless operations taking place in 
future.  
The use of set phrases is not acceptable. 
  
7. Ensure that the Record of Product Obtained by Directed Surveillance form is updated if/as 
necessary. 
  
8. Pass or take the Record of Product and Cancellation Form to the officer who is to be asked 
to Cancel the Authorisation. 
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I. Cancellation of Directed Surveillance Authorisation 
 

1. Has the Record of Product Obtained by 
Directed Surveillance been adequately 
kept up to date? 

 
NO 

Return the form to the Applicant with 
instructions to complete/update the 
Record of Product Obtained by Directed 
Surveillance properly before re-presenting 
the form for Authorisation. 

YES   
2. Does the Cancellation form contain the 
correct Authorisation Reference Number 
(taken from existing documentation of the 
operation)? 

 
NO 

Return the form to the Applicant with 
instructions to obtain the number before 
re-presenting the form for Cancellation. 

YES   
3. Are the details of the Applicant 
correctly completed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Cancellation. 

YES   
4. Box 1. Is the information provided 
sufficiently detailed and free of set 
phrases? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Cancellation. 

YES   
5. Box 2. Is the information provided 
sufficiently detailed and free of set 
phrases? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Cancellation. 

YES   
6. Box 3.  Complete and enter the 
required dates and times. 

  

    
7.  Boxes 4 and 5. Enter the details 
including the date and time of the 
cancellation of the Authorisation. 

  

    
8. Forward a copy of the form, securely, 
to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 
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J. Completion of Application for Authorisation of the Use or Conduct of a CHIS 
 

1. Obtain an Authorisation Reference Number from the Authorising Officer. Enter it on the 
form when it is provided but do not delay preparation of other elements of the form whilst 
waiting for it. 
  
2. Enter the Name of the person making the application 
  
3. Give details of the Service of the Council where the Applicant works. 
  
4. Enter details of the address where the person making the application works and other 
contact details. 
  
5. Box 1. Enter details of the officer from whom Authorisation will be sought. 
  
6. Box 2. Provide details of the purpose of the operation and enter a detailed explanation of 
why the specific grounds or reason(s) indicated in Box 5 apply/applies in this particular 
case. 
 
7. Box 3. Provide a detailed explanation of the purpose of the Use or Conduct of the CHIS. 
N.B. The use of set phrases is not acceptable. 
 
8. Box 4. Provide details of any and all specific investigations or operations that the CHIS will 
be used for. 
  
9. In Box 6, explain in detail why the conduct or use of the source is necessary.  
 
10. Box 7. Enter details of any potential Collateral Intrusion together with details of why such 
intrusion cannot be avoided. This should include details of any measures taken to reduce 
intrusion and of any plans to minimise intrusion which cannot be avoided. 
N.B. Collateral Intrusion is where interference with the privacy of others not subject to the 
original surveillance may occur. Examples of “others” are innocent passers-by, visitors to 
premises under surveillance and family & friends of persons who are the subject of 
surveillance. 
Merely using terms such as “Minimal” is insufficient. 
The use of set phrases is not acceptable. 
 
11. Boxes 8 & 9.  Complete both boxes, giving details of the risk assessment(s) which have 
been undertaken and the outcome of the assessment(s). This must include reference(s) to 
any risk assessment form(s) completed. 
  
12. Box 10. Enter a detailed explanation of why the proposed Use or Conduct is 
proportionate. Give details of all other means of obtaining information considered and why 
they have been rejected in favour of Use or Conduct of a CHIS. 
N.B. The seriousness of the suspected offence is not the test of proportionality. 
The use of set phrases is not acceptable. 
  
13. Box 11. Provide details of the likelihood of acquiring any Confidential Information. 
Confidential Information includes Matters subject to legal privilege, Confidential personal 
information (basically that which concerns health and spiritual matters) and Confidential 
journalistic material.  
N.B. The test is likelihood of acquisition, not intent to acquire. 
  
14. Box 12. Enter the Applicant’s details. . 
  
15. Pass or take the form to the officer from whom Authorisation will be sought. 
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16. Do not forget that additional judicial approval will be required from a Justice of the Peace 
before the authorisation can be acted upon.  
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K. Authorisation of Application for Authorisation of the Use or Conduct of a CHIS 
 

1. Has a CHIS Source Record been 
adequately prepared and/or kept up to 
date? 

 
NO 

Return the form to the Applicant with 
instructions to complete/update the CHIS 
Source Record properly before re-
presenting the form for Authorisation. 

YES   
2. Is the CHIS a juvenile or vulnerable 
individual? 

NO Go to Step 4. 

YES   
3. Are you the Managing Director (or, in 
her absence, the Director HR, Legal and 
Communications or Corporate Director of 
Resources)? 

 
NO 

Return the form to the Applicant with 
instructions to take it to the Managing 
Director (or, the Director of HR, Legal & 
Communications or Corporate Director of 
Resources in her absence) for 
authorisation. 

YES   
4. Does the form contain an Authorisation 
Reference Number? 

 
NO 

Return the form to the Applicant with 
instructions to obtain a number before re-
presenting the form for Authorisation. 

YES   
5. Are the details of the Applicant etc. 
correctly completed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Authorisation. 

YES   
6. Box 1. Are the details of the 
Authorising Officer correct? 

YES Go to Step 9. 

NO   
7. Is it appropriate to correct the details?  

NO 
Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Authorisation. 

YES   
8. Correct the Authorising Officer details 
and sign the correction. 

  

    
9. Boxes 2 & 6. Are the appropriate 
grounds stated and is there sufficient 
justification for the Use or Conduct of a 
CHIS rather than any other method of 
obtaining the information? 

 
NO 

Refuse to authorise the Use/Conduct of 
the CHIS and record the reason(s) why 
on the form. Forward a copy of the form, 
securely, to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 

YES   
10. Boxes 3 & 4. Is the description of the 
purpose, any specific operation and 
activity to be undertaken sufficiently 
comprehensive and does the Applicant 
describe how the activity will be 
undertaken, where it will occur and any 
equipment (e.g. cameras, video camera) 
which will be used? 

 
NO 

Refuse to authorise the Use/Conduct of 
the CHIS and record the reason(s) why 
on the form. Forward a copy of the form, 
securely, to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 
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11.  Box 7. Is the potential for collateral 
intrusion identified and are there plans to 
avoid / minimise such intrusion? 

 
NO 

Refuse to authorise the Use/Conduct of 
the CHIS and record the reason(s) why 
on the form. Forward a copy of the form, 
securely, to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 

YES   
12.  Boxes 8 & 9. Is there sufficient 
evidence to show that adequate risk 
assessments have been undertaken and 
properly documented? 
 

 
NO 

Refuse to authorise the Use/Conduct of 
the CHIS and record the reason(s) why 
on the form. Forward a copy of the form, 
securely, to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 

YES   
13. Box 10. Is there sufficient evidence to 
show that the surveillance is 
proportionate and not excessive? 

 
NO 

Refuse to authorise the Use/Conduct of 
the CHIS and record the reason(s) why 
on the form. Forward a copy of the form, 
securely, to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 

YES   
14.  Box 11. Is there a statement of the 
likelihood of obtaining confidential 
material / religious material and is it 
sufficiently detailed? 
 

 
NO 

Refuse to authorise the Use/Conduct of 
the CHIS and record the reason(s) why 
on the form. Forward a copy of the form, 
securely, to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 

YES   
15.  Box 11. Is there any intention or 
likelihood of confidential material being 
obtained? 

NO Go to Step 16. 

YES   
16. Are you the Managing Director (or, in 
her absence, the Director of HR, Legal & 
Communications or the Corporate 
Director of Resources)? 

 
NO 

Return the form to the Applicant with 
instructions to take it to the Managing 
Director (or, in her absence, the Director 
of HR, Legal & Communications or the 
Corporate Director of Resources) for 
authorisation. 

YES   
17.  Box 12. Are the Applicant’s details 
correct? 

YES Go to Step 19. 

NO   
18. Is it appropriate to correct the details?  

NO 
Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Authorisation. 

YES   
19. Correct the Anticipated Start details 
and sign the correction. 

  

    
YES   
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20.  Boxes 13 and 14. Enter a detailed explanation of why the authorisation is to be granted 
together with details of any control measures (e.g. reviews, circumstances in which the 
surveillance must be stopped) which are deemed to be necessary. 
  
21.  Box 14. Enter details of the activity you are authorising and your details and Sign, Date & 
Time the form. Enter the dates of when the first review of the authorisation must take place 
(no later than 4 weeks after commencement) 
  
22.  Is Confidential Material to be 
authorised? 

NO Go to Step 25. 

YES   
23.  Box 15.  Enter a detailed explanation 
of why the authorisation for confidential 
material is to be granted together with 
details of any control measures (e.g. 
reviews, circumstances in which the 
surveillance must be stopped) which are 
deemed to be necessary.  Enter your 
details and Sign, Date and Time the form.  

 
 

 

  
24. Boxes 16 and 17.  Provide the information, if appropriate, regarding reviews.   
  
25. Forward a copy of the form, securely, to the Director of HR, Legal & Communications for 
placing in the Central Register. File the original in the Service Grouping Register. 
  
26.  Remember that the approval of a Justice of the Peace will be required before the 
authorisation becomes effective and can be acted upon by the Applicant.  
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L. Preparation of Review of a CHIS Authorisation 
 

1. Enter the Authorisation Reference Number (taken from existing documentation of the 
operation). 
  
2. Enter the Name of the person making the application 
  
3. Give details of the Service of the Council where the Applicant works. 
  
4. Enter details of the address where the person making the application works and other 
contact details. 
  
5. Enter the name of the operation (if applicable), the date plus the number of this review. 
  
6. Box 1.  Enter the review number and date. 
  
7.  Box 2. Provide details of the activity which has been undertaken since the last review, the 
information obtained and its value. 
N.B. The use of set phrases is not acceptable. 
  
8. Box 3. Provide details of why it is necessary to continue. 
N.B. Again, the use of set phrases is not acceptable. 
  
9.  Box 4. Enter a detailed explanation of why the proposed action continues to be 
proportionate. Give details of all other means of obtaining information considered and why 
they have been rejected in favour of use of a CHIS. 
It is not sufficient simply to repeat the information given on the original authorisation form. 
  
10. Box 5. Enter details of any Collateral Intrusion which has occurred and why it occurred. 
Also enter details of any further Collateral Intrusion which may potentially occur, together 
with details of why such intrusion cannot be avoided. This should include details of any 
measures taken to reduce intrusion (e.g. placing a noise recording device against a kitchen 
rather than a bedroom wall) and of any plans to minimise intrusion which cannot be avoided. 
The use of set phrases is not acceptable. 
  
11. Box 6. Enter details of any Confidential Information which has been obtained, why it was 
obtained and why it is required. Also enter details of any further likelihood of acquiring any 
Confidential Information. Confidential Information includes Matters subject to legal privilege, 
Confidential personal information (basically that which concerns health and spiritual matters) 
and Confidential journalistic material.  
N.B. The test is likelihood of acquisition, not intent to acquire. 
  
12. Box 7. Give details of the risk assessment(s) which have been undertaken since the initial 
authorisation or last review (as appropriate) and the outcome of the assessment(s). This must 
include reference(s) to any risk assessment form(s) completed. 
  
13. Ensure that the CHIS Source Record is updated with details of Risk Assessments, 
Tasking & Activities, Information Provided and Contacts. 
  
14. Ensure that the Record of Product Obtained by Directed Surveillance form is updated if/as 
necessary. 
  
15. Pass or take the CHIS Source Record, Record of Product and Review Form to the officer 
who is to review the Authorisation. 
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M. Review of a CHIS Authorisation 
 
1. Has the CHIS Source Record been 
adequately kept up to date? 

 
NO 

Return the form to the Applicant with 
instructions to complete/update the CHIS 
Source Record properly before re-
presenting the form for Authorisation. 

YES   
2. Is the CHIS a juvenile or vulnerable 
individual? 

NO Go to Step 4. 

YES   
3. Are you the Managing Director (or, in 
her absence, the Director of HR, Legal & 
Communications or the Corporate 
Director of Resources)? 

 
NO 

Return the form to the Applicant with 
instructions to take it to the Managing 
Director (or, in her absence, the Director of 
HR, Legal & Communications or the 
Corporate Director of Resources) for 
authorisation. 

YES   
4. Has the Record of Product Obtained by 
Directed Surveillance been adequately 
kept up to date? 

 
NO 

Return the form to the Applicant with 
instructions to complete/update the Record 
of Product Obtained by Directed 
Surveillance properly before re-presenting 
the form for Authorisation. 

YES   
5. Does the Review form contain the 
correct Authorisation Reference Number 
(taken from existing documentation of the 
operation)? 

 
NO 

Return the form to the Applicant with 
instructions to obtain the number before re-
presenting the form for Review. 

YES   
6. Are the details of the Applicant and 
operation (including authorisation/review 
date and number) correctly completed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Review. 

YES   
7.  Boxes 1 and 2. Is the information 
provided correct and sufficiently detailed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Review. 

YES   
8. Box 3. Are the grounds of necessity to 
continue sufficiently detailed and free of 
set phrases? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Review. 

YES   
9. Box 3. Do the grounds of necessity to 
continue provide sufficient justification for 
the authorisation to continue? 

 
NO 

Complete the statement in Boxes 9 and 10. 
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register. 
Complete a Cancellation of Authorisation for 
Use or Conduct of a CHIS form. 

YES   
10. Box 4. Is there sufficient evidence to 
show that continuing the surveillance is 
still proportionate and not excessive? 

 
NO 

Complete the statement in Boxes 9 and 10. 
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register. 
Complete a Cancellation of Authorisation for 
Use or Conduct of a CHIS form. 

YES 
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11. Box 5. Are the records of any 
Collateral Intrusion which has occurred, 
and why it occurred, sufficiently detailed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Review. 

YES   
12.  Box 5. Is the potential for future 
collateral intrusion identified and are there 
plans to avoid / minimise such intrusion, 
having regard to any which has already 
occurred? 

 
 

NO 

Complete the statement in Boxes 9 and 10. 
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register. 
Complete a Cancellation of Authorisation for 
Use or Conduct of a CHIS form. 

YES   
13.  Box 6. Has any confidential material 
been obtained and/or is there any 
intention or likelihood of confidential 
material being obtained? 

 
NO 

Go to Step 18. 

YES   
14. Are you the Managing Director (or, in 
her absence, the Director of HR, Legal & 
Communications or the Corporate 
Director of Resources)? 

 
NO 

Return the form to the Applicant with 
instructions to take it to the Managing 
Director (or, in her absence, the Director of 
HR, Legal & Communications or the 
Corporate Director of Resources) for review. 

YES   
15.  Box 6. Are the records of any 
confidential information obtained, and 
why it was obtained, sufficiently detailed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Review. 

YES   
16.  Box 6. Is the likelihood of acquiring 
further confidential information identified 
in sufficient detail? 

 
 

NO 

Complete the statement in Boxes 9 and 10. 
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register. 
Complete a Cancellation of Authorisation for 
Use or Conduct of a CHIS form. 

YES   
17.  Box 7 Is the evidence of the risk 
assessment(s) which have been 
undertaken since the initial authorisation 
or last review (as appropriate) and the 
outcome of them sufficiently detailed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details properly 
before re-presenting the form for Review. 

YES   
18. Is there justification for continuing the 
authorisation? 

 
NO 

Complete the statement in Boxes 9 and 10. 
Forward a copy of the form, securely, to the 
Director of HR, Legal & Communications for 
placing in the Central Register. File the 
original in the Service Grouping Register. 
Complete a Cancellation of Authorisation for 
Use or Conduct of a CHIS form. 

YES   
19.  Box 9. Enter a detailed explanation 
of why the authorisation should continue 
together with details of any changes to 
control measures (e.g. reviews, 
circumstances in which the surveillance 
must be stopped) which are deemed to 
be necessary. 
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20.  Box10. Provide a detailed statement 
and enter your details and the date of 
when the next review of the authorisation 
must take place and complete the 
statement in the box (no later than 4 
weeks after the last review). 

  

    
21. Forward a copy of the form, securely, 
to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 
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N. Preparation of Application for Renewal of a CHIS Authorisation 
 

1. Enter the Authorisation Reference Number (taken from existing documentation of the 
operation). 
  
2. Enter the Name of the person making the application 
  
3. Give details of the Service of the Council where the Applicant works. 
  
4. Enter details of the address where the person making the application works and other 
contact details. 
  
 
  
5. Box 1. Enter the numbers and dates of any previous renewals of this authorisation (taken 
from existing documentation of the operation). 
  
6. Box 2 Provide full details of any significant changes in relation to the Use/Conduct of the 
CHIS since it was authorised. Unless such matters have been aired in the course of a review 
these should include details of the activity which has been undertaken since the authorisation 
or last renewal. 
The use of set phrases is not acceptable. 
 
7.  Box 3. Provide details of why it is necessary to continue. 
Again, the use of set phrases is not acceptable. 
 
8.  Box 4. Enter a detailed explanation of why the proposed action continues to be 
proportionate. Give details of all other means of obtaining information considered and why 
they have been rejected in favour of use of a CHIS. 
It is not sufficient simply to repeat the information given on the original authorisation form. 
  
9.  Boxes 5 and 6. Provide details of why the CHIS has been used since the authorisation or 
last renewal (as appropriate) together with details of the specific tasks undertaken by the 
CHIS,  the information obtained, it’s content and its value to the operation. 
N.B. The use of set phrases is not acceptable. 
  
  

10. Box 7. Enter details of the reviews which have been carried out and the 
recommendation(s) to continue or cancel the authorisation which have resulted 
  
11. Box 8. Give details of the risk assessment(s) which have been undertaken since the initial 
authorisation or last review (as appropriate) and the outcome of the assessment(s). This must 
include reference(s) to any risk assessment form(s) completed. 
  
12. Box 9.  Complete the box, entering your personal details.   
  
13. Ensure that the CHIS Source Record is updated with details of Risk Assessments, 
Tasking & Activities, Information Provided and Contacts. 
  
14. Ensure that the Record of Product Obtained by Directed Surveillance form is updated if/as 
necessary. 
  
15. Pass or take the CHIS Source Record, Record of Product and Renewal Form to the 
officer who is to be asked to renew the Authorisation. 
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16.  Do not forget that the renewal will also need to be approved by a Justice of the Peace 
before it can be acted upon.   
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O. Authorisation of Renewal of a CHIS Authorisation  
 

1. Has the CHIS Source Record been 
adequately kept up to date? 

 
NO 

Return the form to the Applicant with 
instructions to complete/update the CHIS 
Source Record properly before re-
presenting the form for Authorisation. 

YES   
2. Is the CHIS a juvenile or vulnerable 
individual? 

NO Go to Step 4. 

YES   
3. Are you the Managing Director (or, in 
her absence, the Director of HR, Legal & 
Communications or the Corporate 
Director of Resources)? 

 
NO 

Return the form to the Applicant with 
instructions to take it to the Managing 
Director (or, in her absence, the Director of 
HR, Legal & Communications or the 
Corporate Director of Resources) for 
authorisation. 

YES   
4. Has the Record of Product Obtained by 
Directed Surveillance been adequately 
kept up to date? 

 
NO 

Return the form to the Applicant with 
instructions to complete/update the Record 
of Product Obtained by Directed 
Surveillance properly before re-presenting 
the form for Authorisation. 

YES   
5. Does the Renewal form contain the 
correct Authorisation Reference Number 
(taken from existing documentation of the 
operation)? 

 
NO 

Return the form to the Applicant with 
instructions to obtain the number before re-
presenting the form for Renewal. 

YES   
6. Are the details of the Applicant and 
operation (including renewal number) 
correctly completed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Renewal. 

YES   
7. Box 1. Are the details of any previous 
renewals of this authorisation correct? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Renewal. 

YES   
8. Box 2. Is the information provided 
sufficiently detailed and free of set 
phrases? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Renewal. 

YES   
9.  Box 3. Are the grounds of necessity to 
continue sufficiently detailed and free of 
set phrases? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Renewal. 

YES   
YES   

10. Box 3. Do the grounds of necessity to 
continue provide sufficient justification for 
the authorisation to continue? 

 
 

NO 

Amend/complete the statement in Boxes 
10 and 11. Forward a copy of the form, 
securely, to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. Complete a 
Cancellation of Authorisation for Use or 
Conduct of a CHIS form. 



 

RIPA Policy & Procedures 
February 2021 

80 

This document was classified as: OFFICIAL 

YES   
11.  Box 4. Is there sufficient evidence to 
show that continuing the surveillance is 
still proportionate and not excessive? 

 
NO 

Amend/complete the statement in Box 11. 
Forward a copy of the form, securely, to 
the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. Complete a 
Cancellation of Authorisation for Use or 
Conduct of a CHIS form. 

YES   
12.  Boxes 5 and 6 Is the information 
provided sufficiently detailed and free of 
set phrases? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Renewal. 

YES   
   
   

13.  Box 7. Is the information provided 
sufficiently detailed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Renewal. 

YES   
   

   
   
14. Box 8. Is the evidence of the risk 
assessment(s) which have been 
undertaken since the initial authorisation 
or last review (as appropriate) and the 
outcome of them sufficiently detailed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Review. 

YES   
15. Is there justification for continuing the 
authorisation? 

 
 

NO 

Amend/complete the statement in Boxes 
10 and 11. Forward a copy of the form, 
securely, to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register.  Complete a 
Cancellation of Authorisation for Use or 
Conduct of a CHIS form. 

YES   
16. Boxes 10 and 11. Provide your 
comments and enter a detailed 
explanation of why the authorisation 
should continue together with details of 
any changes to control measures (e.g. 
reviews, circumstances in which the 
surveillance must be stopped) which are 
deemed to be necessary. 

  

    
17.  Enter your details and Sign, Date & 
Time the form. Enter the date of when the 
next review of the authorisation must take 
place. 
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18. Forward a copy of the form, securely, 
to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 

  

    
19.  Remember that additional approval 
will be required from a Justice of the 
Peace before the renewal can be 
implemented/acted upon. 
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P. Preparation of Cancellation of Authorisation for Use of Conduct of a CHIS 
 

1. Enter the Authorisation Reference Number (taken from existing documentation of the 
operation). 
  
2. Enter the Name of the person making the application 
  
3. Give details of the Service of the Council where the Applicant works. 
  
4. Enter details of the address where the person making the application works and other 
contact details. 
  
5. Enter the name of the operation (if applicable) (taken from existing documentation of the 
operation). 
  
6. Box 1. Provide details of why the CHIS activity should be cancelled. 
Examples may be: 
• that the criteria under which the authorisation was granted/continued/renewed no longer 

apply, so use/conduct of the CHIS can no longer be justified 
• that the use/conduct of the CHIS which was authorised has come to an end and that 

cancellation is required as merely allowing the authorisation to lapse as a result of time 
expiring is not acceptable. 

The use of set phrases is not acceptable. 
  
7. Box 2. Provide details of the value (if any) derived from the use/conduct of the CHIS which 
has been undertaken and from any information obtained as a result of the activity. 
N.B. It is important that full details are provided even where no value was derived from the 
use/conduct of the CHIS, as the negative result could serve to prevent fruitless operations 
taking place in future.  
The use of set phrases is not acceptable. 
  
8. Ensure that the CHIS Source Record is updated with details of Risk Assessments, Tasking 
& Activities, Information Provided and Contacts. 
  
9. Ensure that the Record of Product Obtained by Directed Surveillance form is updated if/as 
necessary. 
  
10. Pass or take the CHIS Source Record, Record of Product and Cancellation Form to the 
officer who is to be asked to cancel the Authorisation. 
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Q. Cancellation of Authorisation for Use or Conduct of a CHIS  
 

1. Has the CHIS Source Record been 
adequately kept up to date? 

 
NO 

Return the form to the Applicant with 
instructions to complete/update the CHIS 
Source Record properly before re-
presenting the form for Authorisation. 

YES   
2. Is the CHIS a juvenile or vulnerable 
individual? 

NO Go to Step 4. 

YES   
3. Are you the Managing Director (or, in 
her absence, the Director of HR, Legal & 
Communications or the Corporate 
Director of HR, Legal & 
Communications)? 

 
NO 

Return the form to the Applicant with 
instructions to take it to the Managing 
Director (or, in her absence, the Director 
of HR, Legal & Communications or the 
Corporate Director of Resources) for 
authorisation. 

YES   
4. Has the Record of Product Obtained by 
Directed Surveillance been adequately 
kept up to date? 

 
NO 

Return the form to the Applicant with 
instructions to complete/update the 
Record of Product Obtained by Directed 
Surveillance properly before re-presenting 
the form for Authorisation. 

YES   
5. Does the Cancellation form contain the 
correct Authorisation Reference Number 
(taken from existing documentation of the 
operation)? 

 
NO 

Return the form to the Applicant with 
instructions to obtain the number before 
re-presenting the form for Cancellation. 

YES   
6. Are the details of the Applicant and 
operation correctly completed? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Cancellation. 

YES   
7. Box 1. Is the information provided 
sufficiently detailed and free of set 
phrases? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Cancellation. 

YES   
8. Box 2. Is the information provided 
sufficiently detailed and free of set 
phrases? 

 
NO 

Return the form to the Applicant with 
instructions to complete the details 
properly before re-presenting the form for 
Cancellation. 

YES   
   
9. Forward a copy of the form, securely, 
to the Director of HR, Legal & 
Communications for placing in the Central 
Register. File the original in the Service 
Grouping Register. 
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R. Initial Completion of a CHIS Source Record 
 

1. Enter the Authorisation Reference Number (taken from the Authorisation form), the Service 
by which the CHIS will be used and the name of the officer from whom Authorisation will be 
sought. 
  
2. Box 1. Enter the Name of the CHIS and any other identity which the CHIS chooses to 
use. 
  
3. Box 1. Enter the reference (if any) which the Services chooses to use to identify the 
CHIS. 
  
4. Box 1. Give details of the circumstances in which the CHIS was recruited. This must 
include whether the approach was made by the Council or the CHIS, any factors which 
motivate the person to act as a CHIS and the evidence which justifies inviting the person to 
act as a CHIS. Details of information already provided by the CHIS and/or contacts which 
have taken place may be entered here or as noted at 8 and 9 below, whichever is most 
appropriate. The important point is that the details are recorded. 
  
5. Box 2. Enter details of the risk assessment(s) which have been undertaken and the 
outcome of the assessment(s). This must include reference(s) to any risk assessment form(s) 
completed. 
  
6.  Box 3. Provide details of what the source will be instructed to do providing as much 
specific information as possible.  
  
7. Box 4. Enter details of the officers who will act as Handler and Controller of the CHIS 
  
8.  Box 5.  Enter details of any contacts with the source which have already taken place. This 
should include the reasons why (e.g. initial approach by the CHIS or the Council). 
  
9. Box 6. Enter details of any information already provided by the source. This should include 
details of any information provided in an initial approach to the Council (which possibly has 
led to the consideration of the person for use as a CHIS). 
  
10.  Box 7.  Enter details of how the information referred to in Box 6 was used.   
   
11.  Box 8. Enter details of any rewards or benefits which have been given or promised to the 
CHIS. N.B. It is NOT currently the Policy of Stockton-on-Tees Borough Council to directly 
offer any benefits or rewards to a CHIS. Rewards may be forthcoming from a third party (e.g.  
from a trade association or trade mark holder where an investigation involves counterfeit 
goods). 
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APPENDIX 4 
 

RIPA A FORMS:  DIRECTED SURVEILLANCE 
 
 

Form A1 : Application for authority for directed surveillance. 
 

Form A2 : Application for Review of directed surveillance 
authority 
 

Form A3 : Renewal of the use of directed surveillance. 
 

Form A4 : Cancellation of directed surveillance. 
 

 
 
NB:  If in doubt, ask the Director of HR, Legal & Communications BEFORE any 
directed surveillance and/or CHIS is authorised, renewed, cancelled or rejected.  
 
 
Please note that all authorisations or renewals also require prior judicial approval 
from a Justice of the Peace before they are effective and can be acted upon.  
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RESTRICTED 

FORM A1 
   
 
 
 

Part II of the Regulation of Investigatory Powers Act 2000 
 

Authorisation for Directed Surveillance 
 

Guidance Note: 
1. After 1 August 2004, only Authorised Officers who have been certified by the relevant Corporate Director and notified to the 

Director of HR, Legal & Communications, will be allowed to sign RIPA forms.  
2. Applicants and Authorised Officers must comply, in full, with RIPA and the Council’s Corporate Policy & Procedures 

Document and any other guidance issued, from time to time, by the Director of HR, Legal & Communications.  If in doubt 
contact Beccy Brown, Director of HR, Legal & Communications, Municipal Buildings, Church Road, Stockton-on-Tees TS18 
1LD. Tel: 01642 527003; Fax 01642 527062; email beccy brown@stockton.gov.uk. 

3. Originals of completed forms must be sent (once authorised or rejected) to the Director of HR, Legal & Communications within 
5 working days of the authorisation, rejection, renewal or cancellation for the Central Register.  

4. All boxes in this form must be completed, NOT APPLICABLE, N/A or lines must be put through irrelevant boxes. 
 
    
Public Authority  
(including full address) 

Stockton-on-Tees Borough Council 
PO Box 11 
Municipal Buildings 
Church Road 
Stockton-on-Tees 
TS18 1LD 

    
Name of Applicant  Unit/Branch/Division 

 
 
 
 

 

Full Address 
 
 
 

 

Contact Details 
 
 
 

 

Investigation/Operation 
Name (if applicable) 
 
 

 

Investigating Officer (if a person other than the 
applicant) 
 
 
 

 

Unique Reference  
Number: 

mailto:beccy%20brown@stockton.gov.uk
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  Unique Reference 

Number 
 

    
DETAILS OF APPLICATION 

1. Give rank or position of authorising officer in accordance with the Regulation of Investigatory Powers 
(Directed Surveillance and Covert Human Intelligence Sources) Order 2010 No. 521. 1 

 
 
 
 
 
 

2. Describe the purpose of the specific operation or investigation.  
Quote the legislation under which the investigation is made including specific section.  Give complaint number and 
give a brief outline of the investigation.2 

 
 
 
 
 

3. Describe in detail the surveillance operation to be authorised and expected duration, including any 
premises, vehicles or equipment (e.g. camera, binoculars, recorder) that may be used. 

 
 
 
 
 
 
 

4.  The identities, where known, of those to be subject of the directed surveillance. 

 

• Name: 

• Address: 

• DOB: 

• Other information as appropriate: 
 
 
 
 
 

 
¹  For local authorities:  The exact position of the authorising officer should be given.  For example, Head of Trading 
Standards. 
2 Please note that for all directed surveillance authorisations the crime threshold which must be met is that the 
authorisation must be to prevent or detect a criminal offence that is either punishable, whether on summary conviction 
or indictment, by a maximum term of at least 6 months imprisonment, or is related to underage sale of alcohol or 
tobacco. 
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  Unique Reference 

Number 
 

    
5. Explain the information that it is desired to obtain as a result of the directed surveillance. 

 
 
 
 
 
 
 
 

6. Identify on which grounds the directed surveillance is necessary under Section 28(3) of RIPA.  Delete 
those that are inapplicable. Ensure that you know which of these grounds you are entitled to rely on. (SI 
2010 No.521). 

 

• For the purpose of preventing or detecting crime or of preventing disorder;3 

 

7. Explain why this directed surveillance is necessary on the grounds you have identified [Code paragraph 
3.3] What do you expect to achieve from obtaining the information?  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

8. Supply details of any potential collateral intrusion and why the intrusion is unavoidable.  [Bear in mind 
Code paragraphs 3.8 to 3.11.] 

 Describe precautions you will take to minimise collateral intrusion. 

 
 
 
 
 
 
 
 
 

 
3  As a result of the crime threshold, directed surveillance relating to preventing disorder must involve or be concerned 
with a criminal offence that is punishable, whether on summary conviction or on indictment, by a maximum term of 
imprisonment of at least 6 months.   
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  Unique Reference 

Number 
 

    
9. Explain why this directed surveillance is proportionate to what it seeks to achieve.  How intrusive might 

it be on the subject of surveillance or on others?  And why is this intrusion outweighed by the need for 
surveillance in operational terms or can the evidence be obtained by any other means?  [Code 
paragraph 3.4 to 3.7] 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

10. Confidential Information [Code paragraphs 4.1 to 4.31] 
INDICATE THE LIKELIHOOD OF ACQUIRING ANY CONFIDENTIAL INFORMATION 
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11. Applicant’s Details 

Name (print)  Tel No:  

Grade/Rank  Date  

Signature  

12. Authorising Officer’s Statement [Spell out the “5 W’s” - Who; What; Where; When; Why and HOW - in 
this and the following box] 

 
 
I hereby authorise directed surveillance defined as follows:  [Why is the surveillance necessary, whom is the 
surveillance directed against, Where and When will it take place, What surveillance activity/equipment is sanctioned, 
How is it to be achieved?] 
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13. Authorising Officer’s Statement: - Explain why you believe the directed surveillance is necessary. [Code 

paragraph 3.3] 
 Explain why you believe the directed surveillance to be proportionate to what is sought to be achieved 

by carrying it out. [Code paragraph 3.4 to 3.7] 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

14. (Confidential Information Authorisation) Supply detail demonstrating compliance with Code paragraphs 
4.3 to 4.31.  Please indicate “Not Applicable” if no authorisation is required.  If an authorisation is 
considered to be required please contact the Director of HR, Legal & Communications before 
proceeding further. 
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Date of First Review – THIS DATE MUST BE 
PROVIDED. 

 

Programme for subsequent reviews of this authorisation: [Code paragraph 3.23].  Only complete this box if 
review dates after first review are known.  If not or inappropriate to set additional review dates then leave 
blank.   

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Name (Print)  Grade/Rank  

Signature  Date and time  

Expiry date and time - Please insert both date and 
time -  [eg:  authorisation granted on 1 April 2012 - 
expires on 30 June 2012, at 23.59 hours] 
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 RESTRICTED 
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Part II of the Regulation of Investigatory Powers Act 2000 
 

Review of a Directed Surveillance authorisation 
 

Guidance Note: 
1. After 1 August 2004, only Authorised Officers who have been certified by the relevant Corporate Director and notified to the 

Director of HR, Legal & Communications, will be allowed to sign RIPA forms.  
2. Applicants and Authorised Officers must comply, in full, with RIPA and the Council’s Corporate Policy & Procedures 

Document and any other guidance issued, from time to time, by the Director of HR, Legal & Communications.  If in doubt 
contact Beccy Brown, Director of HR, Legal & Communications, Municipal Buildings, Church Road, Stockton-on-Tees TS18 
1LD. Tel: 01642 527003; Fax 01642 527062; email beccy.brown@stockton.gov.uk. 

3. Originals of completed forms must be sent (once authorised or rejected) to the Director of HR, Legal & Communications within 
5 working days of the authorisation, rejection, renewal or cancellation for the Central Register.  

4. All boxes in this form must be completed, NOT APPLICABLE, N/A or lines must be put through irrelevant boxes. 
 
    
Public Authority  
(including full address) 

Stockton-on-Tees Borough Council 
PO Box 11 
Municipal Buildings 
Church Road 
Stockton-on-Tees 
TS18 1LD 

    
Name of Applicant  Unit/Branch/Division 

 
 
 

 

Full Address 
 
 
 

 

Contact Details 
 
 
 

 

Operation Name 
 
 
 

 Operation Number * 
*Filing Ref 

 

Date of authorisation or 
last renewal 
 
 

 Expiry date of 
authorisation or last 
renewal 

 

Unique Reference  
Number: 

mailto:beccy.brown@stockton.gov.uk
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DETAILS OF REVIEW  

1. Review number and dates of any previous reviews. 

Review Number Date 

 
 
 
 
 
 

 

2. Describe the purpose of the specific operation or investigation.  
Quote the legislation under which the investigation is made including specific section.   

 
 
 

3. Summary of the investigation/operation to date, including what private information has been obtained 
and the value of the information so far obtained.   

 
 
 
 
 

4. Detail the reasons why it is necessary to continue with the directed surveillance. 

 
 
  
 

5. Explain how the proposed activity is still proportionate to what it seeks to achieve. 

 
 
 
 
 
 

6. Detail any incidents of collateral intrusion and the likelihood of any further incidents of collateral 
intrusions occurring. 
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7. Give details of any confidential information acquired or accessed and the likelihood of acquiring 

confidential information.   

 
 
 
 
 
 
 

 

8. Applicant’s Details 

Name (Print)  Tel No  

Grade/Rank  Date  

Signature  

9. Review Officer’s Comments, including whether or not the directed surveillance should continue.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

10. Authorising Officer’s Statement 
 
I, [insert name], hereby agree that the directed surveillance investigation/operation as detailed above [should/should 
not] continue [until its next review/renewal] [it should be cancelled immediately] 
 
 
 
 

Name (Print)  Grade/Rank  

Signature  Date  

11. Date of next review  
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Part II of the Regulation of Investigatory Powers Act 2000 
 

Renewal of a Directed Surveillance authorisation 
[PLEASE ATTACHED THE ORIGINAL AUTHORISATION] 

Guidance Note: 
1. After 1 August 2004, only Authorised Officers who have been certified by the relevant Corporate Director and notified to the 

Director of HR, Legal & Communications, will be allowed to sign RIPA forms.  
2. Applicants and Authorised Officers must comply, in full, with RIPA and the Council’s Corporate Policy & Procedures 

Document and any other guidance issued, from time to time, by the Director of HR, Legal & Communications.  If in doubt 
contact Beccy Brown, Director of HR, Legal & Communications, Municipal Buildings, Church Road, Stockton-on-Tees TS18 
1LD. Tel: 01642 527003; Fax 01642 527062; email beccy.brown@stockton.gov.uk. 

3. Originals of completed forms must be sent (once authorised or rejected) to the Director of HR, Legal & Communications within 
5 working days of the authorisation, rejection, renewal or cancellation for the Central Register.  

4. All boxes in this form must be completed, NOT APPLICABLE, N/A or lines must be put through irrelevant boxes. 
 
    
Public Authority  
(including full address) 

Stockton-on-Tees Borough Council 
PO Box 11 
Municipal Buildings 
Church Road 
Stockton-on-Tees 
TS18 1LD 

    
Name of Applicant  Unit/Branch/Division 

 
 

 

Full Address 
 
 
 

 

Contact Details 
 
 
 

 

Investigation/Operation 
Name (if applicable) 
 
 
 

 

Renewal Number  
 
 

 

Unique Reference  
Number: 

mailto:beccy.brown@stockton.gov.uk
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Please note that for all directed surveillance authorisations the crime threshold which must be met is that 
the authorisation must be to prevent or detect a criminal offence that is either punishable, whether on 
summary conviction or indictment, by a maximum term of at least 6 months imprisonment, or is related to 
underage sale of alcohol or tobacco  
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Number 
 

    
DETAILS OF RENEWAL  

1. Renewal numbers and dates of any previous reviews. 

Renewal Number Date 

 
 
 
 
 
 
 
 

 

2. Describe the purpose of the specific operation or investigation.  
Quote the legislation under which the investigation is made including specific section.   

 

3. Detail of any significant changes to the information as listed in the original authorisation as it applies at 
the time of the renewal.   

 
 
 
 
 
 
 
 
 
 
 

4. Detail the reasons why it is necessary to continue with the directed surveillance. 

 
 
 
 
 
 
 
 
 
 

5. Detail why the directed surveillance is still proportionate to what it seeks to achieve. 
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Number 
 

    
6. Indicate the content and value to the investigation or operation of the information so far obtained by the 

directed surveillance. 

 
 
 
 
 
 
 
 
 
 
 
 

7. Give details of the results of the regular reviews of the investigation or operation.   

 
 
 
 
 
 
 

 

8. Applicant’s Details 

Name (Print)  Tel No  

Grade/Rank  Date  

Signature  

9. Authorising Officer’s comments.  This box must be completed.  
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10. Authorising Officer’s Statement 
 
I, [insert name],  hereby authorise the renewal of the directed surveillance operation as detailed above.  The renewal 
of this authorisation will last for 3 months unless renewed in writing.  
 
This authorisation will be reviewed frequently to assess the need for the authorisation to continue.   
 
 
 
 

Name (Print)  Grade/Rank  

Signature  Date  

Renewal From (being the date and 
time of expiry of the original 
authorisation): 

Time: Date: 

Expiry date and time - Please 
insert both date and time - (eg 
renewal from 1 April 2012 at 12 
noon - expires on 30 June 2012 at 
11.59 pm) 

Date: Time: 

Date of first review – THIS DATE 
MUST BE PROVIDED 

 

Date of subsequent reviews of this 
authorisation 
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Part II of the Regulation of Investigatory Powers Act 2000 
 

Cancellation of a Directed Surveillance Authorisation  
 

Guidance Note: 
1. After 1 August 2004, only Authorised Officers who have been certified by the relevant Corporate Director and notified to the 

Director of HR, Legal & Communications, will be allowed to sign RIPA forms.  
2. Applicants and Authorised Officers must comply, in full, with RIPA and the Council’s Corporate Policy & Procedures 

Document and any other guidance issued, from time to time, by the Director of HR, Legal & Communications.  If in doubt 
contact Beccy Brown, Director of HR, Legal & Communications, Municipal Buildings, Church Road, Stockton-on-Tees TS18 
1LD. Tel: 01642 527003; Fax 01642 527062; email beccy.brown@stockton.gov.uk. 

3. Originals of completed forms must be sent (once authorised or rejected) to the Director of HR, Legal & Communications within 
5 working days of the authorisation, rejection, renewal or cancellation for the Central Register.  

4. All boxes in this form must be completed, NOT APPLICABLE, N/A or lines must be put through irrelevant boxes. 
 
    
Public Authority  
(including full address) 

Stockton-on-Tees Borough Council 
PO Box 11 
Municipal Buildings 
Church Road 
Stockton-on-Tees 
TS18 1LD 

    
Name of Applicant  Unit/Branch/Division 

 
 
 
 

 

Full Address 
 
 
 
 
 

 

Contact Details 
 
 
 
 
 

 

Investigation/Operation 
Name (if applicable) 
 
 

 

Unique Reference  
Number: 

mailto:beccy.brown@stockton.gov.uk
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  Unique Reference 

Number 
 

    
DETAILS OF CANCELLATION 

1. Explain the reason(s) for the cancellation of the authorisation. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

2. Explain the value of surveillance in the operation.    

 
 
 
 
 
 
 
 
 
 
 

3. Authorising Officer’s Statement 

 
I, [insert name], hereby authorise the cancellation of the directed surveillance operation as detailed above.   
 
 
 
 
 
 

Name (Print)  Grade/Rank  

Signature  Date  

4. Time and Date of when the authorising officer instructed the surveillance to cease. 

Date  Time  

5. Authorisation cancelled Date   Time 
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APPENDIX 5 
 

RIPA B FORMS:  COVERT HUMAN INTELLIGENCE SOURCE (CHIS) 
 
 

Form B1 : Application for authorisation of the use or conduct of a 
CHIS. 
 

Form B2 : Application for Review of the use or conduct of a CHIS.  
 

Form B3 : Renewal of the use or conduct of a CHIS. 
 

Form B4 : Cancellation of the use or conduct of a CHIS. 
 

Form B5 : Source Record of a CHIS. 
 

Form B6 : Confidential Record of a CHIS.  
 
 
NB:  If in doubt, ask the Director of HR, Legal & Communications BEFORE any CHIS is authorised, 
renewed, cancelled or rejected.  
 
Please also note that all approvals or renewals require prior judicial approval from a Justice of the 
Peace before they are effective and can be acted upon.   
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Part II of the Regulation of Investigatory Powers Act 2000 

 
Application for authorisation of the conduct or use of a  

Covert Human Intelligence Source (CHIS) 
 

Guidance Note: 
1. After 1 August 2004, only Authorised Officers who have been certified by the relevant Corporate Director and notified to the 

Director of HR, Legal & Communications, will be allowed to sign RIPA forms.  
2. Applicants and Authorised Officers must comply, in full, with RIPA and the Council’s Corporate Policy & Procedures 

Document and any other guidance issued, from time to time, by the Director of HR, Legal & Communications.  If in doubt 
contact Beccy Brown, Director of HR, Legal & Communications, Municipal Buildings, Church Road, Stockton-on-Tees TS18 
1LD. Tel: 01642 527003; Fax 01642 527062; email beccy.brown@stockton.gov.uk. 

3. Originals of completed forms must be sent (once authorised or rejected) to the Director of HR, Legal & Communications within 
5 working days of the authorisation, rejection, renewal or cancellation for the Central Register.  

4. All boxes in this form must be completed, NOT APPLICABLE, N/A or lines must be put through irrelevant boxes. 
 
    
Public Authority  
(including full address) 

Stockton-on-Tees Borough Council 
PO Box 11 
Municipal Buildings 
Church Road 
Stockton-on-Tees 
TS18 1LD 

    
Name of Applicant  Service/Department/ 

Branch 
 
 

 

How will the source be 
referred to?  ie what will 
be his/her pseudonym or 
reference number.  
 

 

The name, rank or 
position of the person 
within the relevant 
investigating authority 
who will have day to day 
responsibility for dealing 
with the source, 
including the source’s 
security and welfare.  
(Often referred to as the 
Handler) 

 

CHIS Unique Reference  
Number (URN): 

mailto:beccy.brown@stockton.gov.uk
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  CHIS Unique Reference  

Number (URN): 
 

    
The name, rank or 
position of another 
person within the 
relevant investigating 
authority who will have 
general oversight of the 
use made of the source 
(Often referred to as the 
Controller). 
 

 

Who will be responsible 
for retaining (in secure, 
strictly controlled 
conditions, with need to 
know access) the 
source’s true identity, a 
record of the use made of 
the source and the 
particulars required 
under RIP (Source 
Records) Regulations 
2000 (SI 2000/2725)? 
 

 

Investigation/Operation 
Name (if applicable) 

 

  

DETAILS OF APPLICATION 

1. Give rank or position of authorising officer in accordance with the Regulation of Investigatory Powers 
(Directed Surveillance and Covert Human Intelligence Sources) Order 2010 No. 521.   Where appropriate 
throughout amend references to the Order relevant to your Authority. 

 
 
 
 
 
 
 

2. Describe the purpose of the specific operation or investigation.  
Quote the legislation under which the investigation is made including specific section.  Give complaint number and 
give a brief outline of the investigation. 

 
 
 
 
 
 
 
 
 
 
 
¹ For local authorities:  The formal position of the authorising officer should be given.  For example, Head of Trading 
Standards. 
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  CHIS Unique Reference  

Number (URN): 
 

    
3. Describe in detail the purpose for which the source will be tasked or used. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4.  Describe in detail the proposed covert conduct of the source or how the source is to be used.  . 

 
 
 
 

 
 
 
 
 
 

5. Identify on which grounds the conduct or use of the source is necessary.  under Section 29(3) of RIPA.   
Ensure that you know which of these grounds you are entitled to rely on. (e.g. SI 2010 No.521).  

 

• For the purpose of preventing or detecting crime or of preventing disorder; 

 

6. Explain why this conduct or use of the source is necessary on the grounds you have identified [Code 
paragraph 3.2] 

What do you expect to achieve from obtaining the information? 
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7. Supply details of any potential collateral intrusion and why the intrusion is unavoidable.  [Bear in mind 
Code paragraphs 3.8 to 3.11.] 

 Describe precautions you will take to minimise collateral intrusion and how any will be managed. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
    
8. Are there any particular sensitivities in the local community where the source is to be used?  Are similar 

activities being undertaken by other public authorities that could impact on the deployment of the 
source? (see Code 3.17 to 3.18) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

9. Provide an assessment of the risk to the source in carrying out the proposed conduct. (see Code 6.14) 
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10. Explain why this conduct or use of the source is proportionate to what it seeks to achieve.  How 
intrusive might it be on the subject(s) of the surveillance or on others?  How is this intrusion 
outweighed by the need for a source in operational terms, and could the evidence be obtained by any 
other means?  (Code paragraph 3.3 to 3.5) 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

11. Confidential Information [Code paragraphs 4.1 to 4.21] 
INDICATE THE LIKELIHOOD OF ACQUIRING ANY CONFIDENTIAL INFORMATION 

 
 
 
 
 
 
 
 
References for any other linked authorisations: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

12. Applicant’s Details 

Name (print)  Grade/Rank/Position  

Signature  Tel No  

Date  
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  CHIS Unique Reference  

Number (URN): 
 

    
13. Authorising Officer’s Statement [Spell out the “5 W’s” - Who; What; Where; When; Why and HOW - in 

this and the following box] THE AUTHORISATION SHOULD IDENTIFY THE PSEUDONYM OR REFERENCE 
NUMBER OF THE SOURCE, NOT THE TRUE IDENTITY. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

14. Explain why you believe the conduct or use of the source is necessary. [Code paragraph 3.2] 
 Explain why you believe the conduct or use of the source to be proportionate to what is sought to be 

achieved by their engagement. [Code paragraph 3.3 to 3.5] 
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15. (Confidential Information Authorisation) Supply detail demonstrating compliance with Code paragraphs 

4.1 to 4.21.  Please contact the Director of HR, Legal & Communications before proceeding further in 
relation to such an authorisation, or otherwise indicate Not Applicable. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

16. Date of First Review – THIS DATE MUST BE 
PROVIDED. 

 

17. Programme for subsequent reviews of this authorisation: [Code paragraphs 5.15 to 5.16].  Only 
complete this box if review dates after first review are known.  If not, or inappropriate to set additional 
review dates, then leave blank.   
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  CHIS Unique Reference  

Number (URN): 
 

    

18. Authorising Officer’s Details 

Name (Print)  Grade/Rank  

Signature  Time and date granted*  

  Time and date 
authorisation ends 

 

* Remember, an authorisation must be granted for a 12 month period, i.e. 1700 hrs 4 July 2012 to 2359 hrs 3 July 
2013. 
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Part II of the Regulation of Investigatory Powers Act 2000 
 

Review of a Covert Human Intelligence Source (CHIS) Authorisation 
 

Guidance Note: 
1. After 1 August 2004, only Authorised Officers who have been certified by the relevant Corporate Director and notified to the 

Director of HR, Legal & Communications, will be allowed to sign RIPA forms.  
2. Applicants and Authorised Officers must comply, in full, with RIPA and the Council’s Corporate Policy & Procedures 

Document and any other guidance issued, from time to time, by the Director of HR, Legal & Communications.  If in doubt 
contact Beccy Brown, Director of HR, Legal & Communications, Municipal Buildings, Church Road, Stockton-on-Tees TS18 
1LD. Tel: 01642 527003; Fax 01642 527062; email beccy.brown@stockton.gov.uk3. Originals of completed forms must be 
sent (once authorised or rejected) to the Director of HR, Legal & Communications within 5 working days of the authorisation, 
rejection, renewal or cancellation for the Central Register.  

4. All boxes in this form must be completed, NOT APPLICABLE, N/A or lines must be put through irrelevant boxes. 
 
    
Public Authority  
(including full address) 

Stockton-on-Tees Borough Council 
PO Box 11 
Municipal Buildings 
Church Road 
Stockton-on-Tees 
TS18 1LD 

    
Applicant  Unit/Branch 

 
 

 

Full Address 
 
 
 

 

Contact Details  
 
 

 

Pseudonym or reference 
number of source 
 
 

 

Operation Name  Operation Number* 
* Filing Ref 

 

Date of authorisation or 
last renewal 

 Expiry date of 
authorisation or last 
renewal 

 

  Review Number   

Unique Operation  
Reference Number* 
(*Filing Ref) 

mailto:beccy.brown@stockton.gov.uk
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  Unique Operation Reference 

Number* (* Filing Ref) 
 

    
  

DETAILS OF REVIEW 

1. Review number and dates of any previous reviews. 

Review Number Date 
 
 
 
 

 
 
 

2. Describe the purpose of the specific operation or investigation.  
Quote the legislation under which the investigation is made including specific section.   

 

3. Summary of the investigation/operation to date, including what information has been obtained and the 
value of the information so far obtained.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

4. Detail the reasons why it is necessary to continue with using a Covert Human Intelligence Source. 

 
 
 
 
 
 
 
 
 
 
 

5. Explain how the proposed activity is still proportionate to what it seeks to achieve.   
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  Unique Operation Reference 

Number* (* Filing Ref) 
 

    
6. Detail any incidents of collateral intrusion and the likelihood of any further incidents of collateral 

intrusions occurring. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

7. Give details of any confidential information acquired or accessed and the likelihood of acquiring 
confidential information. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

8. Give details of the review of the risk assessment on the security and welfare of using the source 
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  Unique Operation Reference 

Number* (* Filing Ref) 
 

    
9. Applicant’s Details 

Name (print)  Tel No  

Grade/Rank  Date  

Signature  

10. Review Officer’s Comments, including whether or not the use or conduct of the source should 
continue? 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

11. Authorising Officer’s Statement.  THE AUTHORISATION SHOULD IDENTIFY THE PSEUDONYM OR REFERENCE NUMBER 
OF THE SOURCE NOT THE TRUE IDENTITY. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Name (print)  Grade/Rank  

Signature  Date  

Date of next review  
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Part II of the Regulation of Investigatory Powers Act 2000 
 

Application for renewal of a Covert Human Intelligence Source (CHIS) Authorisation 
[PLEASE ATTACH THE ORIGINAL AUTHORISATION] 

Guidance Note: 
1. After 1 August 2004, only Authorised Officers who have been certified by the relevant Corporate Director and notified to the 

Director of HR, Legal & Communications, will be allowed to sign RIPA forms.  
2. Applicants and Authorised Officers must comply, in full, with RIPA and the Council’s Corporate Policy & Procedures 

Document and any other guidance issued, from time to time, by the Director of HR, Legal & Communications.  If in doubt 
contact Beccy Brown, Director of HR, Legal & Communications, Municipal Buildings, Church Road, Stockton-on-Tees TS18 
1LD. Tel: 01642 527003; Fax 01642 527062; email beccy.brown@stockton.gov.uk. 

3. Originals of completed forms must be sent (once authorised or rejected) to the Director of HR, Legal & Communications within 
5 working days of the authorisation, rejection, renewal or cancellation for the Central Register.  

4. All boxes in this form must be completed, NOT APPLICABLE, N/A or lines must be put through irrelevant boxes. 
 
    
Public Authority  
(including full address) 

Stockton-on-Tees Borough Council 
PO Box 11 
Municipal Buildings 
Church Road 
Stockton-on-Tees 
TS18 1LD 

    
Applicant  Unit/Branch 

 
 
 
 

 

Full Address 
 
 
 

 

Contact Details  
 
 
 

 

Pseudonym or reference 
number of source 
 
 

 

Investigation/Operation 
Name (if applicable) 
 
 

 

Renewal Number  

Unique Operation  
Reference Number* 
(*Filing Ref) 

mailto:beccy.brown@stockton.gov.uk
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  Unique Operation Reference 

Number* (* Filing Ref) 
 

    
  

DETAILS OF RENEWAL 

1. Renewal numbers and dates of any previous renewals. 

Renewal Number Date 
 
 
 
 

 
 
 

2. Describe the purpose of the specific operation or investigation.  
Quote the legislation under which the investigation is made including specific section.   

 

3. Detail any significant changes to the information as listed in the original authorisation as it applies at the 
time of the renewal.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 

4. Detail why it is necessary to continue with the authorisation, including details of any tasking given to the 
source. 

 
 
 
 
 
 
 
 
 
 

5. Detail why the use or conduct of the source is still proportionate to what it seeks to achieve.   
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  Unique Operation Reference 

Number* (* Filing Ref) 
 

    
6. Detail the use made of the source in the period since the grant of authorisation or, as the case may be, 

latest renewal of the authorisation. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

7. List the tasks given to the source during that period and the information obtained from the conduct or 
use of the source. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

8. Detail the results of regular reviews of the use of the source. 
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  Unique Operation Reference 

Number* (* Filing Ref) 
 

    
9. Give details of the results of the review of the risk assessment on the security and welfare of using the 

source. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

10. Applicant’s Details 

Name (print)  Tel No  

Grade/Rank  Date  

Signature  

11. Authorising Officer’s Comments. This box must be completed. 
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  Unique Operation Reference 

Number* (* Filing Ref) 
 

    
12. Authorising Officer’s Statement.  THE AUTHORISATION SHOULD IDENTIFY THE PSEUDONYM OR REFERENCE NUMBER 

OF THE SOURCE NOT THE TRUE IDENTITY. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Name (print)  Grade/Rank  

Signature  Date  

Renewal From: Time: Date: 

 

End date/time of 
the authorisation 
 

 
NB:  Renewal takes effect at the time/date of the original authorisation would have ceased but for 
the renewal.   
 

Date of First Review: 
THIS DATE MUST BE 
PROVIDED 

 

Date of subsequent 
reviews of this 
authorisation: 

 



 

 122  

This document was classified as: OFFICIAL 

RESTRICTED 

FORM B4 
  
 
 
 

 
Part II of the Regulation of Investigatory Powers Act 2000 

 
Cancellation of an authorisation for the use or conduct of a  

Covert Human Intelligence Source (CHIS)  
 

Guidance Note: 
1. After 1 August 2004, only Authorised Officers who have been certified by the relevant Corporate Director and notified to the 

Director of HR, Legal & Communications, will be allowed to sign RIPA forms.  
2. Applicants and Authorised Officers must comply, in full, with RIPA and the Council’s Corporate Policy & Procedures 

Document and any other guidance issued, from time to time, by the Director of HR, Legal & Communications.  If in doubt 
contact Beccy Brown, Director of HR, Legal & Communications, Municipal Buildings, Church Road, Stockton-on-Tees TS18 
1LD. Tel: 01642 527003; Fax 01642 527062; email beccy.brown@stockton.gov.uk. 

3. Originals of completed forms must be sent (once authorised or rejected) to the Director of HR, Legal & Communications within 
5 working days of the authorisation, rejection, renewal or cancellation for the Central Register.  

4. All boxes in this form must be completed, NOT APPLICABLE, N/A or lines must be put through irrelevant boxes. 
 
    
Public Authority  
(including full address) 

Stockton-on-Tees Borough Council 
PO Box 11 
Municipal Buildings 
Church Road 
Stockton-on-Tees 
TS18 1LD 

    
Applicant  Unit/Branch 

 
 

 

Full Address 
 
 
 

 

Contact Details  
 
 
 

 

Pseudonym or reference 
number of source 
 
 

 

Investigation/Operation 
Name (if applicable) 
 
 

 

Unique Operation  
Reference Number* 
(*Filing Ref) 

mailto:beccy.brown@stockton.gov.uk
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  Unique Operation Reference 

Number* (* Filing Ref) 
 

    
  

DETAILS OF CANCELLATION 

1. Explain the reason(s) for the cancellation of the authorisation. 

 
 
 
 
 
 
 
 
 

2. Explain the value of the source in the operation.  

 
 
 
 
 
 
 
 
 

11. Authorising Officer’s Statement.  THE AUTHORISATION SHOULD IDENTIFY THE PSEUDONYM OR REFERENCE NUMBER 
OF THE SOURCE NOT THE TRUE IDENTITY. 

 
 
 
 
 
 
 
 
 
 
 
 

Name (print)  Grade/Rank  

Signature  Date  

4. Time and Date of when the authorising officer instructed the use of the source to cease.   

Date:  Time:  
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REGULATION OF INVESTIGATORY POWERS ACT 2000 
 
PART II – SOURCE RECORD OF A COVERT HUMAN INTELLIGENCE SOURCE 
Note:  This form contains confidential information and should be held securely 
 
Name of Applicant  

Post Held  

Unit/Division  

Name of any other investigating 
authority using the source 

 

Full Address  

Tel  

Signature  Date  

 
1. Details of Source 

Identity of Source  
Aliases used by the source (You must specify 
the means by which the source is referred to by 
each relevant Investigating Authority) 

 

Date Recruited  

Circumstances of recruitment where relevant  

 

 
FORM B5 

 
STRICTLY PRIVATE & CONFIDENTIAL  

 
 
 Authorisation Reference Number 

(from initial application) 
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2. Security or welfare risks to the source 
Details of any significant security or welfare risks 
 
Note:  This form contains confidential information and should be held securely 
 
Date Source Notified of Risks  

 
Authorising Officers Name  

 
Authorising Officers Signature  

 
 
3.      Details of what the source will be tasked to do 
 
 
 
 
  
4. Details of Local Authority Contacts with the Source 
Name of Officer with responsibility for day to day 
contact with the source (this is the applicant or 
investigating officer) 

 

Name of Officer responsible for managing the 
use of the source and maintaining this record 
(this is the line manager of the applicant or 
investigating officer) 

 

 
5.         Details of all communication between the source and the Local Authority contact 
Date  

 
  

 
  

 
  

 
  

 
  

 
 
6.          Details of the information obtained by the source 
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7.          Details of any dissemination of the information obtained by the source 
 
 
 
 
 
8.      Details of any payment, benefit or reward made or offered to the source by or on behalf           

of the authority 
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FORM B6 
REGULATION OF INVESTIGATORY POWERS ACT 2000 

 
Trading Standards & Licensing 

 
 

 
www.stockton.gov.uk PO Box 232, 16 Church Road, Stockton on Tees TS18 1XD 

Tel: (01642) 526558  Fax: (01642) 526584 
 

CONFIDENTIAL RECORD - COVERT HUMAN INTELLIGENCE SOURCE 
 

PART A 
 

Reference No       Initials/Date       

Index No (applicant leave blank)       Date       

Trading Standards Service Incident No       Date       

Renewal No       Date       

Cancellation No       Date       

Identity of Source       

Employee of SBC Trading Standard Service Yes  No  

Other Identities Used By Source       

Relevant Contact Details/via Officer       

Date Source Recruited       

Relevant Investigating Authority Other Than 
Stockton Borough Council Trading Standards 
Service  

      
 

 Cross Box If Not Applicable 
Has all relevant security and welfare risks been assessed Yes  No  
Details of Risk Assessment  
(attach separate sheet if necessary) 
 

      

Has all relevant security and welfare risks been explained and understood by  
the Source? 

Yes  
 

No 
 

Date 
 

      Carried out By (Officer)       

Responsibilities Discharged to Handler 
 

      (Name of Officer) 

Commencing 
 

                 (Date) Signed*       

  Print Name 
 

      

 
*Authorising Officer for the purposes of Section 29 of the Regulation on Investigatory Powers Act 2000 
 
Review Date       Must be agreed at time of discharging 

responsibilities to Handler 
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The Handler is now responsible for bringing to the attention of the Authorising Officer any concerns about the 
personal circumstances of the Source, insofar as they might affect the validity of the risk assessment, the 
proper conduct of the Source operation and the Safety and Welfare of the Source 
 

Complete All Activities Overleaf 
PART B 

 

Communications With The Tasks Given To Source 
 

Date Officer Details 
(including circumstances in which tasks were given) 

      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 
 

      
 
      
 
      
 
      
 
      
 
      
 
      
 
      

      
 
      
 
      
 
      
 
      
 
      
 
      
 
      
 

 
Information Obtained (O) / Disseminated (D) 

 O/D Date Officer Details 
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Details of any payments, benefits or rewards made available to the Source by 
this or any other Investigating Authority 
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RIPA B FORMS:  COVERT HUMAN INTELLIGANCE SOURCE (CHIS) 
 
Additional Notes on CHIS (This is an extract from Home Office Code of Practice on CHIS) 
 
MANAGEMENT OF SOURCES 
 
 Tasking 
 
1. Tasking is the assignment given to the source by the persons defined at sections 29(5)(a) and (b) of 

the 2000 Act, asking him to obtain information, to provide access to information or to otherwise act, 
incidentally, for the benefit of the relevant public authority.  Authorisation for the use or conduct of a 
source is required prior to any tasking where such tasking requires the source to establish or 
maintain a personal or other relationship for a covert purpose.  

 
2. The person referred to in section 29(5)(a) of the 2000 Act will have day to day responsibility for: 
 

• dealing with the source on behalf of the authority concerned;  
• directing the day to day activities of the source;  
• recording the information supplied by the source; and  
• monitoring the source’s security and welfare. 

 
3. The person referred to in section 29(5)(b) of the 2000 Act will be responsible for the general 

oversight of the use of the source.  
 
4. In some instances, the tasking given to a person will not require the source to establish a personal 

or other relationship for a covert purpose.  For example a source may be tasked with finding out 
purely factual information about the layout of commercial premises.  Alternatively, a Trading 
Standards Officer may be involved in the test purchase of items which have been labelled 
misleadingly or are unfit for consumption.  In such cases, it is for the relevant public authority to 
determine where, and in what circumstances, such activity may require authorisation.  

 
5. It is not the intention that authorisations be drawn so narrowly that a separate authorisation is 

required each time the source is tasked.  Rather, an authorisation might cover, in broad terms, the 
nature of the source’s task.  If this changes, then a new authorisation may need to be sought.  

 
6. It is difficult to predict exactly what might occur each time a meeting with a source takes place, or 

the source meets the subject of an investigation.  There may be occasions when unforeseen action 
or undertakings occur.  When this happens, the occurrence must be recorded as soon as 
practicable after the event and, if the existing authorisation is insufficient it should either be updated 
and re-authorised (for minor amendments only) or it should be cancelled and a new authorisation 
should be obtained before any further such action is carried out.  

 
7. Similarly where it is intended to task a source in a new way or significantly greater way than 

previously identified, the persons defined at section 29(5)(a) or (b) of the 2000 Act must refer the 
proposed tasking to the authorising officer, who should consider whether a separate authorisation 
is required.  This should be done in advance of any tasking and the details of such referrals must 
be recorded.  

 
 Management Responsibility 
 
8. Public authorities should ensure that arrangements are in place for the proper oversight and 

management of sources, including appointing individual Officers as defined in section 29(5)(a) and 
(b) of the 2000 Act for each source.  

 
9. The person responsible for the day to day contact between the public authority and the source will 

usually be of a rank or position below that of the authorising officer.  
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10. In cases where the authorisation is for the use or conduct of a source whose activities benefit more 
than a single public authority, responsibilities for the management and oversight of that source may 
be taken up by one authority  or can be split between the authorities.  

 
 Security and welfare 
 
11. Any public authority deploying a source should take into account the safety and welfare of that 

source, when carrying out actions in relation to an authorisation or tasking, and to foreseeable 
consequences to others of that tasking.  Before authorising the use or conduct of a source, the 
authorising officer should ensure that a risk assessment is carried out to determine the risk to the 
source of any tasking and the likely consequences should the role of the source become known.  
The ongoing security and welfare of the source, after the cancellation of the authorisation, should 
also be considered at the outset.  

 
12. The person defined at section 29(5)(a) of the 2000 Act is responsible for bringing up to the attention 

of the person defined at section 29(5)(b) of the 2000 Act any concerns about the personal 
circumstances of the source, insofar as they might affect: 

 
• the validity of the risk assessment; 
• the conduct of the source; and  
• the safety and welfare of the source.  

 
13. Where deemed appropriate, concerns about such matters must be considered by the authorising 

officer, and a decision taken on whether or not to allow the authorisation to continue.   
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APPENDIX 6 

 
COMMUNICATIONS DATA FORMS 

 
Form ACD 1 : Application for Communications Data 
 
Form ACD 2 : SPOC Log Sheet 
 
Form ACD 3 : Application for Communications Data - SPOC Rejection Form 
 
Form ACD 4 : SPOC Officer’s Report 
 
Form ACD 5 : Designated Person’s Consideration Form - Application for 

Communications Data 
 
Form ACD 6* : Notice under Section 22(4) of RIPA 
 
Form ACD 7* : Cancellation of Notice under Section 22(4) of RIPA - Applicant 
 
Form ACD 8* : Cancellation of Notice under Section 22(4) of RIPA - SPOC 
 
Form ACD 9  : Schedule for Authorised Acquisition of Subscriber Information 
 
* Stockton-on-Tees Borough Council references.  
 
Acquisition and Disclosure of Communications Data - Home Office Revised Code of Practice  
 
NB:  All applications/notices require prior judicial approval by a Justice of the Peace before they are 
effective and can be acted upon.  
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ACD1 

Application for Communications Data 
Chapter II of Part I of the Regulation of Investigatory Powers Act 

2000  
This form is to obtain authorisation to issue a RIPA Section 22 Notice to a CSP to 
release the following Communications Data: 

 
- Subscriber / Account Information 
- Outgoing Call Data (Itemised Billing) 

 
• A separate application form must be submitted for each of the services listed 

above (i.e. subscriber/account information cannot be applied for on the same application 
form as outgoing call data). 

 
• The request is subject to the provisions of the Regulation of Investigatory Powers Act 

2000. Unlawful disclosure to any person not entitled to receive it may result in 
prosecution. 

 
• All sections on this form should be completed. Incomplete forms will be returned to the 

applicant. The SPOC is inspected by the Office of Interception Commissioners who will 
ensure compliance with RIPA. 

 
• Once completed by the applicant this form should be forwarded to the SPOC.  

            
• The SPOC will assess the application and may reject it and issue a SPOC rejection 

form, or complete a SPOC report and forward the application for consideration to 
the Designated Person.  

 
 

1) Applicant’s Name  4) Application Ref 
Number 

 

2) Position  5) Applicant’s 
Telephone Number. 

 

3) Applicant’s Email 
Address 

 6) Applicant’s Fax 
Number 

 

 
7) Complaint or 
Investigation 
Number 

 8) SPoC Ref Number: I0044 
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9) STATUTORY PURPOSE  

For the prevention and detection of crime 

 
 

 10) Is this the first application to access communications data in respect of this investigation? If 
NO, please enter previous Application number in the space provided 
Yes       
 

No       
Please provide Application number:  

 
 

11) COMMUNICATIONS DATA 
Describe the communications data, specifying, where relevant, any historic or future date(s) and, 
where appropriate, time period(s) e.g. Subscriber details, outgoing calls, incoming calls, itemised 
billing, details of person purchasing/registering/topping up a phone 

Telephone Number: 
Between time/dates if relevant: 

 
12) NECESSITY 
State why it is necessary in relation to your investigation or operation to obtain this data for the 
purpose listed at question 9 
Firstly give a brief description of the investigation and any relevant background information.  Outline the suspect, victim/witness 
and phone/communications address and outline how the three link?  Outline the relevant offences? Outline the source of the 
telephone number or communications address? 
What do you expect to achieve from obtaining the communications data?   
If applicable, explain the time scale within which the data is required to be delivered to you. 
 
 
 
 

13) PROPORTIONALITY 
State why obtaining the communications data is proportionate to what you are seeking to achieve 
Explain what will be done with the communications data once it is acquired that will benefit the investigation? Why does the 
intrusion benefit the investigation or operation you are undertaking? When considering the benefits to the investigation or 
operation, can the level of intrusion be justified against the individual’s right to privacy? Give an explanation of why specific dates 
or periods of data have been requested?  
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14) COLLATERAL INTRUSION 
Consider and, where appropriate, describe any meaningful collateral intrusion – the extent to which the 
privacy of any individual not under investigation may be infringed and why that intrusion is justified in 
the circumstances 
If you have identified any meaningful degree of collateral intrusion, explain what it is. 
If the number has been used as part of a business’s advertising e.g. on a website on a flyer etc. this will reduce the potential for 
CI.  Can the witness or consumer confirm that they have contacted the business/individual on the number for which you are 
requesting data? 
 

 

 
16) APPLICANT 
I undertake to inform the SPoC of any change in circumstances that no longer justifies the acquisition 
of the data 
Applicant’s 
Signature 

 Date  

 
17) ASSESSMENT BY ACCREDITED SPoC.  

If the request is NOT reasonably 
practical for the CSP explain 
why 

 

Specify which sub-section the 
data falls within 

Sec 21 4 (b) itemised billing 
Sec 21 4 (c) subscriber details 
Only one category per application - delete as applicable 

Describe any adverse cost or 
resource implications to either 
your public authority or the 
CSP? 

 

If the request will provide any 
excessive data to that requested 
by the applicant, give details. 

 

Are there other factors the DP 
should be aware of? 

 

Name of Accredited SPoC  

15) TIMESCALE 
Identify and explain the 
timescale within which the data 
is required 
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Describe the communications 
data to be acquired specifying, 
where relevant, any historic or 
future date and/or time periods 
sought. Also, describe the 
course of conduct required to 
obtain it. 
Name of the relevant CSP  

 
 
 
 
 
 

  
The statutory purpose for which the conduct may be authorised is set out at section 9 of this form. 
The office, rank or position of the designated person should be recorded within section 19 of this form. 

 
 

 
18.  DESIGNATED PERSON 
The Designated Person considers the application and if approved records their considerations: 

If you, based on this application, believe acquiring the communications data is necessary for one of the 
purposes within section 22(2) of the Act consider the following; 

• Why do you believe the conduct involved in obtaining the data is proportionate to the objective(s)?  In 
making that judgement you should take in consideration any additional information from the SPoC. 

• Where accessing the communication data is likely to result in meaningful degree of collateral intrusion, why 
you believe the request remains justified and proportionate to the objective(s)? 

 
Your entry should evidence the fact that you have read and considered the application and based your opinions 
upon the principles of necessity and proportionality 

My considerations in approving / not approving this application are: 

 
 
 
 
 
 

    I give Notice and require the SPoC to serve it on (insert name of CSP)            
The Notice bears the following unique reference number:  

Name  Office, Rank or 
Position 

 

Signature  
 

Time and Date  
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ACD2 
Spoc Log Sheet 

 
 
 
SPoC Ref No.  Application Ref No.  
SPoC Name  URN of Notice  
Nature Of Request  

 
 

Officer 
Initials 

Date 
& 

Time 

Chronological order of events through to closure – this is about making the request for the 
information and not the investigation i.e. date application received, record any minor 
alterations made, how did you identify the CSP date notice drafted, date request sent, date 
info received, any communication between the SPoC & the AO/applicant/CSP 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

  

Please detail the outcome of the investigation including the benefit the communications information has 
provided.  
 
Please return to Communications Date file when complete.  
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ACD3 

 
RIPA permits two ways of accessing communications data.  

 
Firstly, section 22(4) provides that an authority can give a notice to a CSP requiring them to 
collect or retrieve the data and produce it to the authority.  The notice is given by the Designated 
Person, but served by the SPOC.  

Secondly, section 22(3) provides that a Designated Person may grant an authorisation allowing a 
member of the authority to collect or retrieve the data themselves. An authorisation is granted by 
the Designated Person, but administered by the SPOC.  
 
The Designated Person will only grant an authorisation when they believe that one or more of the 
following apply: 
 
If a notice is given then the CSP will be incapable of complying with it and an authorisation will be granted 
allowing members of the Designated Person’s public authority to retrieve the data; 
If a notice is given then the enquiry is likely to be prejudiced and an authorisation will be granted allowing 
members of the Designated Person’s public authority to retrieve the data; 
There is an existing arrangement in place between the Designated Person’s public authority and the CSP 
for the exchange of data and the SPOC will retrieve the data using an automated system within the 
Designated Person’s public authority. 
 
I as the Designated Person confirm that I have considered the Application Form and have 
either granted or rejected the notices as listed below. 
 
I hereby give the following notices (list URN of each notice and the conduct required to 
retrieve the data)  
 
 
 
I hereby refuse the following notices (list URN’s). Specify reasons for refusal 
 
 
 

 
DESIGNATED PERSON DETAILS 

Name   Position  

Signature  Time/Date  
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ACD6 
 

NOTICE REQUESTING COMMUNICATIONS DATA 
Section 22(4) of the Regulation of Investigatory Powers Act 2000 

Where it appears to the designated person that a CSP is or may be in possession of, or be capable of 
obtaining, any communications data, the designated person may, by notice require the CSP -  
(a) if the CSP is not already in possession of the data, to obtain the data; and 
(b) in any case, to disclose all of the data in his possession or subsequently obtained by him. 
S. 22(6) - It is the duty of the CSP to comply with any notice given to him under subsection (4). 

Other SPoC 
Reference* 

      Unique Reference 
Number of Notice 

      

Details of the CSP 
 

Name of the CSP        
Address of CSP        
For attention of        

Statutory Purpose Click here for options:-  

Designated Person Giving Notice 
 
 
This Notice is valid for one month 
when given by the Designated 
Person 

Name of the DP                                       
            
Office, rank or position        
 
Date Notice given         and if appropriate the 
time        

Describe the communications data 
to be acquired specifying, where 
relevant, any historic or future 
date and/or time periods sought.  

Data applied for        
 
 
Time period (if applicable)        

URGENT (DCG Grade 1 or 2) may 
only be initiated by SPoC and will 
require liaison with CSP staff. 
 
DCG Grade 3 – SPoC may indicate 
any specific or critical time issues 
such as bail dates, court dates, 
persons in police custody, specific 
line of investigation in serious 
crime (S.81(2) RIPA) investigation 
and the acquisition of data will 
directly assist in the prevention or 
detection of the crime. 

DCG Grading Scheme 
Click here for options:- 
 
Grade 3: If, and only if there is a specific or 
critical time issue state the ‘target date’ for the 
disclosure of the data         
 
Explain the reason for the setting of a target 
date        
 
Comment: Ordinarily all requirements are Grade 3 and will be 
dealt with in date order when received by the CSP. DCG has 
requested the IOCCO Inspectors to make appropriate comment 
on the use of the grading scheme during their inspections of law 
enforcement agencies 



 

 140 

This document was classified as: OFFICIAL 

 
RESTRICTED 

 
 
Specify the manner in which the 
data should be disclosed      

Click here for options:-        

SPoC Office Contact Details and 
Address4 
 
 
If there is a specific or critical time 
issue indicated or the matter is 
DCG Grade 1 or 2 URGENT then 
the Accredited SPoC contact details 
MUST be completed 

TEL                                 FAX        
 
EMAIL                       POSTAL        
 
Name of Accredited SPoC        
 
Mob TEL               Reminder: If you have requested a 
“24/7” response  from the CSP make sure you supply sufficient 
contact details so that you and your SPoC colleagues can be 
easily contacted 

Date Notice served         and if appropriate the time           
 

 

 
4 CSPs must ensure the data is returned to a verified SPoC email or fax number.  
For information about how a CSP may verify the identity of a SPoC by use of the SPoC PIN list, contact 
commsdata@homeoffice.gsi.gov.uk 

mailto:commsdata@homeoffice.gsi.gov.uk
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ACD8 

 
CANCELLATION OF NOTICE ISSUED UNDER SECTION 22 (4) (8) OF THE REGULATION 

OF INVESTIGATORY POWERS ACT 2000 
 

 
SPOC Ref No.  Application 

Ref No. 
 URN of 

Notice 
 

 
TO BE COMPLETED BY THE SPOC 
To CSP  
(full name & 
address) 
 

 

You are required to cancel the collection of communications data in respect of the above 
URN. 
 
 
Date/Time advised 
to cease activity 
and by whom 

 
 
 

Telephone Number / 
or other 
Communications Data 
to which this 
cancellation relates: 

 
 
 

Details of Service / Data to be cancelled 

 
 
 
 
Designated Person Name 
and Position 
 

 

Date of requirement to 
cancel 
 
 

 

This cancellation may be verified by contacting the following:  
 
SPOC  Name 
 
 

 SPOC Telephone 
Number 
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THIS PAGE HAS BEEN LEFT BLANK INTENTIONALLY 



 

 143 

This document was classified as: OFFICIAL 

RESTRICTED  
 

Chapter II of Part I of the Regulation of Investigatory 
Powers Act 2000 (RIPA) 

Reporting of an Error by Accredited SPoC 
 
An error can only occur after a designated person: 

• has granted an authorisation and the acquisition of data has been 
initiated, or 

• has given notice and the notice has been served on a CSP in 
writing, electronically or orally.  

 
1) Name of 
Accredited SPoC 

 4) SPoC’s Telephone 
Number. 

 

2) Office, Rank or 
Position of SPoC 

 5) SPoC’s Fax 
Number 

 

3) SPoC’s Email 
Address 

 6) The error can be 
reported by email to 

Ch2.inspectorate
@homeoffice.gsi.
gov.uk  

 
7) DETAILS OF THE ERROR 
State URN of Notice             
 
Describe the communications data applied for as set out on the application;        
 
Describe the nature of the error;       
 
Date and time the error occurred; Date         Time        
 

If the error was made by the CSP - Name of CSP;        and state whether CSP has 
been informed; Yes/No (If no give reasons)  
 

8) UNINTENDED COLLATERAL INTRUSION 

If any has taken place, please describe what it was;        
 

9) PREVENTION OF SIMILAR ERRORS REOCURRING 

What steps have been, or will be, taken to ensure that a similar error does not reoccur 
      
 

mailto:Ch2.inspectorate@homeoffice.gsi.gov.uk
mailto:Ch2.inspectorate@homeoffice.gsi.gov.uk
mailto:Ch2.inspectorate@homeoffice.gsi.gov.uk
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10) REPORTING OF THE ERROR TO THE COMMISSIONER AND NOTIFYING 
THE SENIOR RESPONSIBLE OFFICER AND THE DESIGNATED PERSON  
Note; There is a requirement to report the error to your senior responsible officer (SRO) and then to 
the Commissioner 
Details of the SRO Name of the SRO David Bond                      Telephone No 

01642 527060 
Email address of SRO david.bond@stockton.gov  

Details of the DP Name of the DP                                 Telephone No 
      
Email address of DP       

The date and time the report 
has been completed by SPoC 

Date         Time        
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ACD9 
 

Chapter II of Part I of the Regulation of Investigatory Powers Act 2000 
Schedule for Authorised Acquisition of Subscriber Information 

 
This schedule forms part of a legal process for the acquisition of communications data in accordance with the 
Regulation of Investigatory Powers Act 2000 and the code of practice approved by Parliament under section 71. 
 
If you need guidance on the completion the schedule or the legalities involved you should seek assistance from 
the SPoC. 
 
The SPoC will review the schedule to ensure the data requested is compliant with what the designated person 
has authorised. Where the SPoC has a concern the data requested is not commensurate with what the 
designated person has authorised the SPoC should liaise with the person completing the schedule and resolve 
the issue. If appropriate, the SPoC will share a continuing concern with the senior responsible officer.  
 

1) Name of Person 
Completing the 
Schedule 

      SPoC Reference for this 
Schedule5 

      

2) Office, Rank or 
Position 

      4) Your Telephone 
Number. 

      

3) Your Email Address       5) Operation Name (if 
applicable) 

      

 
6) Specify the traffic data or service use data from which the 
data (set out in paragraph 7) are derived 
Provide details of any reference numbers supplied by the 
SPOC with the traffic data or service use data 
Were you the applicant for the traffic data or service use 
data? 

      
 
      
 
If not, state role within investigation/operation  
      

 
SPoC: Provide cross references to the relevant notice or 
authorisation for the traffic data or service use data 
Date designated person authorised the acquisition of 
consequential subscriber information  
 

 
      
 
       An authorisation granted by a designated person 
has a maximum validity of one month from the date 
granted (see paragraph 3.42 of the code) 

 

 
5 This schedule must be retained in written of electronic form and physically attached or cross 

referenced to the   application, authorisation/s, copy notice/s and other relevant document/s  - 
see paragraph 6.1 of the code 
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7) For completion by Accredited SPoC  

Subscriber Data 
For example, 
telephone number6 

Name of CSP ♣ Ref SPoC  
Completing 

♦ Name of CSP    
 

♣ Ref SPoC  
Compl
eting 

                                                                                                                                                                                                                                                                                                         
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
                                          
♣ Recording relevant reference numbers and cross references will assist the SPoC to produce an audit necessary to ensure the 
integrity of any requirements for the acquisition of subscriber information to be obtained directly upon the acquisition or disclosure or 
traffic data or service use data.  
 
♦ The additional columns may be used where: 

• it is subsequently determined a telephone  number has ported to another CSP or  
• the Designated Person has granted an authorisation for the SPoC to undertake the acquisition of subscriber information 

sufficient to link a telephone number to an address or identify a user and the SPoC, having sought to undertake the 
acquisition directly from the CSP, is to serve details of the authorisation on the CSP requesting the disclosure of further 
information, for example the CSP’s ‘customer service notes’ or the  ‘top-up history’ for a particular mobile telephone 

 
 

 
6 Where possible, use ‘copy / paste’ to insert the data to minimise the likelihood of error 
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RESTRICTED  
 
 

14) PERSON COMPLETING THE SCHEDULE 

I undertake to inform the SPoC of any change in circumstances that no longer justifies the acquisition of the data. 
I have read the application, the comments of the SPoC and the conduct authorised by the designated person 
concerning the acquisition of the traffic data or service use data, which I have specified at paragraph 6, and taken 
account of the consequential subscriber information the designated person has authorised the SPoC to obtain. I 
understand that any false or misleading information contained in this schedule may give rise to disciplinary or criminal 
proceedings. 
The data (set out in paragraph 7) has been researched and I can confirm: 

• the data is derived from the traffic or service use data specified by me at paragraph 6; 
• no other applications have been made for the data within this investigation or operation; 
• intelligence systems have been checked for ‘crossovers’ with other investigations and operations; 
• open source research has been undertaken on the internet concerning the data7 and 
• the data sought complies with what the designated person has authorised the SPoC to obtain; 

Other information you consider the SPoC should be aware of, for example certain data may have been identified as 
highly significant as the result of analysis within the investigation or operation       

Signature       Date       

 

 
7 The searches you make on the internet may be traced back to your organisation, you should 
therefore seek advice from a SPoC or the person responsible for your network security prior to 
undertaking them 
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APPENDIX 6  
 
 

Home Office Guidance Documents  
 
 

A:  Acquisition and Disclosure of Communications Data: 
 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/42624

8/Acquisition_and_Disclosure_of_Communications_Data_Code_of_Practice_March_
2015.pdf  

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/426248/Acquisition_and_Disclosure_of_Communications_Data_Code_of_Practice_March_2015.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/426248/Acquisition_and_Disclosure_of_Communications_Data_Code_of_Practice_March_2015.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/426248/Acquisition_and_Disclosure_of_Communications_Data_Code_of_Practice_March_2015.pdf
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APPENDIX 7  
 
 

Home Office Guidance Documents  
 

A:  Judicial approval process for RIPA and the crime threshold for directed surveillance.  
 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/11817
3/local-authority-england-wales.pdf  

 
B: Application for judicial approval under RIPA and order made on an application for 

judicial approval.   
 https://www.gov.uk/government/publications/changes-to-local-authority-use-of-ripa  
 
C: Local authority application seeking an order approving a grant or renewal of a RIPA 

authorisation or notice.   
 https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/11817

4/magistrates-courts-eng-wales.pdf  

https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118173/local-authority-england-wales.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118173/local-authority-england-wales.pdf
https://www.gov.uk/government/publications/changes-to-local-authority-use-of-ripa
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118174/magistrates-courts-eng-wales.pdf
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/118174/magistrates-courts-eng-wales.pdf
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