Members Use of IT 

Alleged Breaches of Protocol 

Procedure 

1. A complaint must be notified to the Corporate Director of Resources or representative (“CDR”) who will forward it to the Information Security Officer (“ISO”) 

2. The ISO will investigate the complaint, liaising with the complainant, the Member complained about (“the Member”), Internal Audit and the CDR as appropriate, and will report his findings to the CDR.

3. The CDR will determine what course of action should be taken and will ensure that the Member is informed of this in writing, having provided the Member with an initial opportunity to comment on the proposed course of action.   The possible courses of action are one or more of the following:- 

· No action 

· Further training or guidance regarding the protocol 

· A first warning letter 

· A final warning letter 

· Suspension of use of facilities for a period to be determined according to the circumstances, subject to a maximum of three months.  

· Withdrawal of facilities for a period to be determined according to the circumstances

4.
The Member may submit an appeal against any decision resulting in any of the courses of action referred to at paragraph 3, provided any such appeal is made in writing and is submitted to and received by the Monitoring Officer (“MO”) within a period of 14 calendar days from the date of the CDR’s original decision letter regarding the matter. 

5.
On receipt of an appeal in accordance with paragraph 4, any action specified at paragraph 3 and proposed by the CDR will be stayed pending the determination of the appeal and the MO will within a period of 2 months from the date of receipt, arrange for a meeting of the Standards Committee (or a panel or sub-committee appointed by it) to be held to consider the appeal.  Details of the hearing date will be provided to the CDR and the Member by no later than 15 working days before the proposed date.  

6.
At an appeal hearing before the Standards Committee, in addition to the appeal letter, the Member may submit written representations and/or attend the hearing in order to present his/her appeal.  The CDR or representative may also submit written representations and/or attend the hearing in order to present her case.  

7.
The written representations referred to at paragraph 6 must be received by the MO at least  10 working days before the date of the Standards Committee hearing.  The Committee hearing agenda and relevant papers will be issued by no later than 5 working days before the hearing date.  

8.
At the Committee hearing the CDR or representative will present the case in support of the original decision by reference to the original decision letter and any written representations submitted in accordance with paragraphs 6 and 7 and the Member and the Committee Members will have an opportunity to ask questions about that decision and the appeal through the committee chairman

9.
The Member will then have an opportunity to present his/her appeal against the original decision by reference to the appeal letter and any other written representations submitted in accordance with paragraphs 6 and 7. 

10.
The CDR or representative and the Committee Members will then have an opportunity to ask questions about the Member’s appeal and the original decision through the committee chair.  

11.
At the conclusion of the CDR’s (or representative’s)  case, the CDR, or representative, will provide closing remarks to the Committee, followed by the Member’s closing remarks.

12.
The Committee will then retire in order to consider whether it proposes to dismiss or uphold the appeal.

13.
If the appeal is upheld, any actions referred to in paragraph 3 proposed by the CDR will be rescinded and be of no effect.

14.
If the appeal is dismissed any action referred to in paragraph 3 and proposed by the CDR will be endorsed and will be implementable from the date of the committee’s decision.  

15.
The Committee’s hearings in accordance with these procedure rules will be open to the public unless exempt or confidential information is likely to be disclosed.  If confidential information is likely to be disclosed, the hearing will be held either wholly or partly (as appropriate) in private.  If exempt information is likely to be disclosed, the hearing may be held either wholly or partly (as appropriate) in private.  The Committee’s decision in this respect will be final, but the committee will consider any oral representations made at their meeting in that respect prior to the commencement of the hearing itself.  

16.
The MO (or Deputy or other representative)) will be the adviser to the Committee at the hearing and the references to the MO throughout this protocol also include the MO’s Deputy or other representative.
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