PROTOCOL ON THE USE OF IT EQUIPMENT

General

1.
Introduction


The Council provides Councillors with computers to use at home to facilitate the performance of their duties as Councillors.  The Council is committed to the development of E-Commerce and is working to increase the range of information which is available to Councillors electronically and to enable Councillors to conduct more of their business remotely.  The use of these computers can make Councillors much more effective, but there are risks associated with such use.  This protocol sets out the conditions on which such computers are provided, in order to minimise those risks both to the Council and to individual Councillors. 


Each Councillor is required to abide by this protocol as a condition of being provided with the computer and must comply with the terms of this protocol at all times.  For this purpose, “Computer” means the computer provided to the Councillor by the Council for use at the Councillor’s home, together with any equipment (including a laptop or palm top), software or materials provided for use with the computer. 

2.
Security for the Computer


(a)
The Councillor accepts responsibility for the safe-keeping of the computer and shall not remove the computer or allow it to be removed from the Councillor’s home without the consent of the Corporate Director of Resources*. 


(b)
The Councillor shall make reasonable arrangements for the safe-keeping of the computer. 


(c)
Access to the Council’s information systems via the computer is subject to password security.  The Councillor shall ensure that no-one other than the Councillor is given access to those Council information systems and shall not reveal any such password to any other person. 


*
Such consent will not be required in the case of a laptop, palm top or other similar easily transportable equipment. The Council’s insurance arrangements do not however provide cover for equipment which is not on Council property or at a Councillor’s home, and where reasonable security arrangements for the safekeeping of the equipment have not been put into place. 

3.
Use for Council Business


(a)
The computer is provided to the Councillor specifically to facilitate the discharge of the Councillor’s functions as a Councillor.  The Councillor must therefore not use the computer in any manner which will prevent or interfere with its use for that purpose. 


(b)
Accordingly, the Councillor must not:



(i)
misuse the computer in such a manner as to cause it to cease to




function



(ii)
install any equipment or software without the prior consent of the 




Corporate Director of Resources.


(c)
The Councillor must:



(i)
Ensure that the computer is maintained in a working condition;



(ii)
Report any faults promptly to the appropriate Officer of the


Council (contact should be made with ICT Helpdesk on extension 7890);



(iii)
Provide regular access to Council Officers to service, maintain




and repair the computer. 


(d)
The Council provides the computer together with ancillary equipment and materials required for the Councillor’s functions as a Councillor.  Accordingly, the Council may decline to provide further equipment or material beyond a certain allowance where the use of such equipment or material appears to the Council to be required for private (non-Council) use. 

4.
Use for Private Purposes


(a)
Subject to the provisions at paragraph 3 under Internet Usage, regarding reimbursement of the cost of personal or private use of the Internet, the Councillor may use the computer for private and family purposes and may permit members of his/her immediate family to use the computer for private purposes, but is then responsible for their use of the computer; 


(b)
The Council is prohibited from publishing any material of a party-political nature.  A Councillor should not therefore use the computer for the preparation of any material of such nature, nor use it for any other political purposes., ;



In particular, a Councillor must ensure that the computer is not used for party political purposes and the Councillor must have regard to any applicable Local Authority Code of Publicity made under the Local Government Act 1986, as required by paragraph 6 of the Council’s new Code of Conduct for Local Authority Members,


(c)
The Council has obtained the necessary software licences for the use of the computer by the Councillor in a private capacity (see (a) above), but not for any non-Council business use of the computer (see (b) above).  


(d)
The Council accepts no responsibility for such private or non-Council business use of the computer or any loss, costs or liability which the Councillor or any other person may suffer as a result of the use of the computer. 

5.
Bringing the Council into Disrepute


(a)
The Councillor must not use the computer, or permit its use, in any manner which may bring the Council or the Councillor into disrepute;


(b)
Specifically, so far as any use of the Council’s website for Councillors’ purposes is concerned, the Council reserves editorial control and the right to remove or require the removal of any material which is unlawful, defamatory or likely to cause offence or bring the Council into disrepute. 

6.
Inspection and Audit


The Council reserves the right to inspect the computer at any time.  The Councillor is required to give Council Officers access at any reasonable time for such inspection and audit, which may be undertaken remotely and without notice to the Councillor.  Councillors are advised that the computer includes a history file which records its use, and particularly any websites which it has accessed. 

7.
Costs

(a) The Council will meet the cost of providing the computer, together with a limited supply of paper and printer cartridges (contact Members Services on ext. 6192 or e-mail at chris.johnson@stockton.gov.uk if you need some more) and a broadband connection:

The broadband connection provides access to central systems for information and e-mail facilities. Some Broadband connections provide direct access to the Internet without going through the Council’s network, and therefore for those few systems internet access control and monitoring is not possible. For the majority of broadband connections however internet monitoring is active and websense prevents access to inappropriate sites. There is no additional cost to the council for internet access for personal use made by Members.


(b)
Each Councillor is responsible for his/her own electricity bill.  When turned on, the computer consumes the same amount of electricity as a 100 watt light bulb.

8.
Return and Recovery of the Computer


(a)
The computer remains the property of the Council;


(b)
The Council reserves the right to require the Councillor to return the computer at any time and the right to recover the computer from the Councillor. 


(c)
The Councillor is required to return the computer to the Council upon ceasing to be a Councillor for reuse within the Council where possible, or for software removal and resale by means of the Council’s approved protocol on the disposal of IT equipment.  The Councillor may participate in a sealed bid process for this equipment and any other equipment along with employees, in accordance with the approved disposal protocol.  Please contact the Members’ ICT Support Officer to arrange a mutually convenient time for collection and for advice on the disposal protocol.    

9.
Confidentiality


(a)
The Councillor will be able to access confidential Council information using the computer.  The Councillor is responsible for ensuring the continued security of any such confidential information which he/she receives and in whatever form it is received or retained, including the security of any storage of such information on the computer.  The Councillor is reminded of his/her obligations under the Council’s new Code of Conduct for Members which are as follows:-



“You must not:-



(a)
disclose information given to you in confidence by anyone, or information acquired by you which you believe, or ought reasonably to be aware, is of a confidential nature, except where:-




(i)
you have the consent of a person authorized to give it;




(ii)
you are required by law to do so; 




(iii)
the disclosure is made to a third party for the purpose of obtaining professional advice provided that the third party agrees not to disclose the information to any other person; or 




(iv)
the disclosure is:-





(aa)
reasonable and in the public interest; and 





(bb)
made in good faith and in compliance with the reasonable requirements of the authority; or 



(b)
prevent another person from gaining access to information to which that person is entitled by law.”

.   

The Councillor will not, however, be responsible for the actions of persons authorised by the Council to repair or maintain the Computer.  Those persons will be separately responsible to the Council for the confidentiality of the information stored on the Computer.


(b)
Some of this information will be personal information relating to individuals.  The unauthorised processing or disclosure of information is prohibited under the Data Protection Act and the Councillor is responsible for ensuring that there is no such unauthorised processing or disclosure.  The following paragraph provides further information regarding Data Protection.

10.
Data Protection

(a)
Introduction


The Data Protection Act 1998 came into force on 1 March 2000.  It regulates the holding and processing of personal data, that is information relating to living individuals, which is held either on computer or in some cases in manual form.  The Act gives enforceable rights to individuals (data subjects) and places obligations on those legal persons who control the manner and the purpose of the processing of personal data (data controllers).  Data controllers must notify the Information Commissioner of the details of their processing.  These details are published by the Commissioner in the register of notifications.  Data controllers must also comply with eight data protection principles, which together form an enforceable framework for the proper handling of personal data. These are as follows:-


1.
Personal data¹ shall be processed fairly and lawfully and, in particular, shall not be processed unless:-



1.1
at least one of the conditions in Schedule 2 of the Act is met; ie

· the individual has given his consent to the processing

· the processing is necessary for the performance of a contract with the individual

· the processing is required under a legal obligation

· the processing is necessary to protect the vital interests of the individual or to carry out public functions

· the processing is necessary in order to pursue legitimate interests of the business (unless prejudicial to the interests of the individual); and


1.2
in the case of sensitive personal data², at least one of the conditions in Schedule 3 of the Act is also met, ie:

· the individual has given his consent to the processing

· the processing is required under a legal obligation

· the processing is required for medical purposes

· the processing is necessary to carry out Statutory functions. 


2.
Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be processed in any manner incompatible with that purpose or those purposes. 


3.
Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed. 

¹ 
Any information which can identify a living person. 

²
Includes information as to racial or ethnic origin, political opinions, religious beliefs, Trade Union membership, mental or physical health, sexual life and the commission of any offence or proceedings against the data subject. 


4.
Personal data shall be accurate and, where necessary, kept up-to-date. 


5.
Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes. 


6.
Personal data shall be processed in accordance with the rights of data subjects under this Act. 


7.
Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data. 


8.
Personal data shall not be transferred to a country or territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data. 

(b)
Notification

In considering whether they need to notify, elected Members must decide in which capacity they process personal data.

· As Members of the Council they may have access to and process personal data in the same way as employees.  The data controller is the Council rather than the elected Member.  An example is of a Member of a Planning Committee who has access to planning files for the purposes of considering whether or not the Council should proceed with enforcement action.  In this case the elected Member is not required to notify. 

· When Councillors act on their own behalf, they are likely to have to notify in their own right.  Examples include, the processing of personal data in order to timetable ward surgery appointments or progress complaints made by local residents.  When campaigning within their own political parties for adoption as a prospective candidate for a particular Ward they also act as individuals and can only rely upon the notification of their parties, if as a matter of fact the parties control the manner and the purpose of the processing of personal data for the purpose of their individual campaigns. 

· When acting on behalf of a political party, however, for instance as an office holder or as an official candidate, Members are entitled to rely upon the data protection notification made by the party. 


A standard form of notification for elected Members has been prepared in order to simplify the procedure.  Any elected Members who believe that they need to notify should contact the Information Commissioner’s Notification Department (telephone 01625 545740)

(c)
Use of Personal Data

When considering whether it is permissible to make use of personal data for any particular purpose, elected Members must first consider the context in which that information was collected, and in particular, who is the data controller for the data. 

· Information, which is held by the local authority, may not be used for political or representational purposes unless the individuals to whom the data relate (the “data subjects”) have agreed.  Thus it would not be permissible to use a list of the users of a particular Council service (eg members of libraries) for electioneering purposes (eg a campaign against the closure of public libraries) without the consent of those individuals.  Similarly it would not be permissible to use personal data to which the elected Member had access in an official capacity, say as a member of the Planning Committee, in order to progress complaints on behalf of a local resident unless all the individuals concerned had consented. 

· When campaigning for election as the representative of a political party, candidates may make use of personal data held by their parties such as mailing lists and of personal data, which they hold as elected members.  For instance, it would be permissible to seek support from local residents whom the candidate has assisted in the past as a Councillor.  It would not, however, be permissible to disclose the details of those local residents to the party without consent. 

· When campaigning for election to an office within the party, it is only permissible to make use of data controlled by the party if authorised to do so by the party and its rules. It would be wrong, for instance, to make use of information, which the candidate might have, in his or her capacity, say as the local membership secretary unless the party itself had sanctioned this. 

(d)
Further Advice


A fuller version of this note and further general advice on the Data Protection Act is available from the Information Commissioner’s Office and from her website (www.dataprotection.gov.uk) or via the Information Line (01625 545745). 


If Members have any queries about specific data/information which they have obtained from the Council, e.g. whether its processing is covered by the Council’s notification, or what purposes Members can use the data/information for, please contact the relevant Council Service which controls the data/information. 

11.
Restriction of Use


The Council reserves the right to restrict the use of the computer if it has reason to believe that the use of the computer is likely to offend any provision of this Protocol.  In particular, the Council reserves the right to:


(a)
remove or disable any software or equipment


(b)
remove any information stored on the computer.

Internet Usage

1.
Web-site Category Access 

1.1
To tailor the use of the Internet to Members, some of the site categories blocked by Websense for Officers have been made available to Members.  A complete list of categories and their interpretation can be obtained from the Corporate Director of Resources.  The list also shows which categories are included in the current profile and highlights those which have been agreed as being appropriate for Members.  These additional categories will allow access to non-work related sites. 

2.
Access Monitoring 

2.1
Monitoring of employee’s internet activity is undertaken by the relevant Corporate Director and/or nominated officer(s) within a Service to ensure that sites, although not blocked by Websense, are appropriate to Council business.  A similar monitoring role is to be retained as part of this Members’ Protocol and will be undertaken by or on behalf of the Director of Law and Democracy, as Monitoring Officer, in the same way that Members’ claims are scrutinised for budget monitoring purposes. 

3.
Private Use 

3.1
The Inland Revenue has confirmed that Members will not be taxed on the benefit of personal computers and printers at home, as the benefit derived in monetary terms is less than pre-determined levels set by the Inland Revenue.  There is, however, a potential for tax on the related telephone line installation, rental and the cost of calls.  In order to avoid this, private use of the telephone line should not be made.

4.
Members Internet Access Protocol

4.1
Access can only be achieved via the corporate solution.  Only the Corporate Director of Resources can approve any other method of access. 

4.2
Access to the Internet should be primarily for Council business, but personal use (subject to the limitations described below) is acceptable. 4.3
Access to sites of a dubious nature including sites of violent and sexual nature is specifically not allowed. 

4.4
Access to the Internet is limited to specific PCs that are allocated to individual Members.  Password protected access to the PCs is essential to ensure that only the approved individual is using the machine. 

4.5
The usage-logging software (Websense) produces reports on usage by individual users  identifying all sites visited and the amount of time spent on individual sites.  The reports will be passed to the Director of Law and Democracy, who will be responsible for reviewing output. Monitoring is not always possible for some broadband connections, but Members are reminded that logs are held on individual machines which can be viewed by SBC staff or other agencies.

4.6
Access to, and usage of the Internet will be the subject of periodic and random corporate audits. 

4.7
Accidental access to a dubious site should be logged and reported to the Director of Law and Democracy.  

5.
Member Guide to Internet Facilities

5.1
As users of the Council’s computer equipment Members are under an obligation not to misuse the equipment, systems and facilities available to them. 

5.2
All Internet users will be expected to be aware of, and follow, the rules specified below:


(a)
The Internet should only be accessed via the corporately approved method.  The Corporate Director of Resources must approve any other method of access 


(b)
Access to the Internet is limited primarily to Members’ use in their duties as Councillors, but may include reasonable “personal” usage.  However, subject to and in accordance with the provisions of paragraph 4(b) and (c) (Use for Private Purposes) of this Protocol, it must never be used for, or in connection with any activity which is or which might be construed as party political or campaigning/electioneering. 


(c)
The Internet must not be used to access sites of a dubious nature.  Access to sites involving material of a sexually explicit or violent nature are specifically not allowed.  You must log accidental access to sites of a dubious nature and report such access to the Director of Law and Democracy. 


(d)
Members should make sure that no-one else knows their PC password.  Members should not use someone else’s PC for Internet purposes unless they are authorised to do so.  Similarly, Members should not allow anyone else to use their PC using their password unless they are authorised to do so.  Members should log any use of their machine by others (e.g. members of their immediate family). 

5.3
If Members are in doubt about anything that they are thinking of doing, they should ask someone.  The Corporate Director of Resources, the ICT Help Desk, the Members ICT Support Officer or the Director of Law and Democracy will be able to provide advice.  Members should never leave themselves open to suspicion of misuse. 

6. Members Guide to Information Security

In addition to this protocol, a Members Guide to Information Security has been produced. The guide covers all aspects of information security relevant to Members, giving advice and guidance on key issues and best practice. Members must ensure that they read the guide and understand their responsibilities in relation to information security.

