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STOCKTON-ON-TEES BOROUGH COUNCIL

1.
Aims of this Guide
The aim of this document is to advise members of the public on how to proceed if they have concerns in connection with any activities related to Council business that appear to be a misuse or inappropriate use of Council assets.  Council assets are your assets. We also administer the spending of your taxes on benefits and grants.  Fraud, inefficiency, misconduct, abuse and issues such as damage to the environment are misuse of your assets.  Don’t let cheats abuse your assets!

Within this document you will find a list of points that may help to clarify your concerns and assist in the clear reporting of those concerns.  Most importantly, it has a list of do’s and don’ts that you are urged to abide by, as failure to do so could seriously prejudice any further action that may be necessary. 

All members of the public must be aware that recent legislation such as the Human Rights Act, the Regulation of Investigatory Powers Act, Public Interest Disclosure (Whistleblowing), Money Laundering, Data Protection and Freedom of Information Acts have introduced new disciplines in tackling fraud. 

2.
Background

Incidents of fraud or other unlawful activity in Local Government are thankfully infrequent.  However, in every large organisation there will be from time to time, people who will see the opportunity for personal gain and try to take advantage of any lapse of diligence or procedural compliance. Some areas of Council activity have a higher risk factor of this occurring than others but, throughout the Authority, there is no room for complacency.  Also, there is the ever present danger of service providers to the Council and service receivers from the Council acting in a fraudulent manner.

2.1
Fraud is defined as:

"The intentional distortion of financial statements or other records by persons internal or external to the Authority, which is carried out to conceal the misappropriation of assets or otherwise for gain."  (Fraud Audit Manual, the Audit Commission)

2.2   There is now a new Fraud Act 2006, that recognises three basic types of fraud;

· False representation,

· Failing to disclose information, and

· Abuse of position.

Obviously, there is a lot of detail to this Act, but one of the reasons for it is to recognise how technology has moved fraud to a different level.  Examples of the offences in the new Act are misrepresentation to machines and possessing articles that can be used in frauds. Identity theft is a good example of this, where merely having the items necessary to commit this offence is enough to be a crime. 

2.3
Examples of the type of fraud most commonly encountered are:

· Theft including assets, stores and money.

· Fraudulent claims and the submitting of false information or the failure to disclose information, e.g. housing benefits, council tax benefits and grants.

· Gain by falsification of books and records.

· Fraud involving collusion.

· Fraudulent encashment of a cheque or monetary instrument.

· Manipulation of payroll and personnel records.

· Suppression of debtor recovery processes.

· Seeking reward for the performance of one's normal duties, or the provision of Council services.

· Manipulation of computer data for gain.

· Teeming and Lading leading to theft (this is where receipts are misappropriated and subsequent or other receipts are used to conceal the fact).

2.4. Identity fraud is a new but widespread criminal activity.   It is in the public’s interest that managers and staff recognise that as credit card usage within the Council increases, the potential to steal the identity of Council service users increases. 

2.5. Corruption, (which normally occurs in connection with contracts or consultancy engagements), involves the offering and acceptance of a reward, thus requiring two or more persons, performing an act, or failing to perform an act, which leads to a gain for the person offering the inducement.

2.6    In 2003, the first Anti-Money Laundering regulations came into effect.  From December 2007 these have been strengthened and effect local government as follows;

· Must report to the Serious Organised Crime Agency (via Internal Audit registration) any cash transactions in excess of £10,000.

·    Must also report when there are good reasons for believing that any regular payments in cash are from the proceeds of criminal activity.

·    Council procurement officers are expected to ask themselves the question on any contractor they are entering into business with; ‘Do I know enough about this company, its owners and any sub-contractors, to be sure it is not a front for money laundering operations or involved in such activity as using illegal migrant workers?’ This question should be part of the risk assessment process.

3.
Detection and Investigation

As a guide, use the following simple test; ‘Do you think what you have seen would be regarded as dishonest by reasonable and honest people?’  Many frauds that occur are that simple.  Others can be a gut feeling based on a number of things.

Preventative measures, particularly internal control systems, have been designed to provide indications of any fraudulent activity. In addition, the Council has set up Housing Benefit and Council Tax investigation teams in recognition of the specialised needs of these services.

The Council is also taking part annually in National Anti Fraud Initiatives, HM Revenue and Customs and Benefits Agency data matching exercises.

'Tip-offs' or ‘whistle-blowing’ are an important source of detection.  The awareness of employees and the public to our preventative measures and lines of communication enables detection and the appropriate action to take place where there is evidence that fraud or corruption may be occurring. 

Depending on the nature and anticipated extent of the allegations, Internal Audit will normally work closely with management and, on occasions, other agencies such as the Police, to ensure that all allegations and evidence are properly investigated and documented.

It is essential the Council is notified as soon as possible when fraud or serious misconduct is suspected.  Each case will then be reviewed to decide whether management, Internal Audit, or someone else, will pursue the matter.  This prudent action may save much time and effort in later stages of an investigation.   See Appendix A for details.

The Authority's Disciplinary Procedures will be used where the outcome of the investigation indicates improper employee behaviour.  Should the allegation involve Members then the case may be referred to the Standards Board for England.  This is the appropriate national body to assess complaints about Member conduct.

The Authority will normally wish the Police to independently prosecute offenders where financial impropriety is discovered.

4.
Notification of possible irregularities

The Council recognises that the decision to report a concern can be a difficult one to make, particularly where it involves a neighbour, colleague or friend. Not least because of the fear of reprisal from those responsible for the malpractice or, via a mistaken perception, from the Council as a whole.  Therefore, the Council will take appropriate action in order to protect the identity of individuals when raising a concern in good faith.  This policy complies with the requirements of the Public Interest Disclosure Act (Whistleblower’s charter).

However, the Council will view very seriously any false or malicious allegations it receives and will regard the making of such false or malicious allegations as a serious matter.

Any allegations made in good faith, which are not confirmed by the investigation, will be dealt with sensitively and every effort will be made to prevent the repercussions potentially involved. There may be perfectly good reasons for whatever may be concerning you. If this proves to be the case, then no further action will be needed and at least your concerns will have been aired.


4.1
Initial action at source
If you have any suspicion whatsoever that fraud is taking, or has taken place, then take the following course of action:

Do treat others in the way you would expect to be treated yourself.   This is the most difficult area of judgement in getting the balance right between having valid reasons for concern and jumping to conclusions.  It may involve deciding to discuss it first with a Council representative.  There is no advice that can be given to cover all scenarios.  All that can be asked is that you act reasonably in the circumstances you believe you find yourself. 

Do retain any evidence you may have and/or make an immediate note of the issues and your concerns.

Do not accuse, investigate or interview anyone you suspect of being involved in fraudulent activity: this will be done as necessary by Internal Audit or the relevant Fraud Investigation Team.  This is particularly important in the area of Human Rights where a wide variety of legislation has to be followed.

Do not delay unnecessarily in reporting your suspicions, as this can lead to additional losses or evidence being destroyed or altered.

Do not be frightened by these do’s and don’ts into doing nothing.  Remember, the Council has a responsibility for protecting public assets.
In addition to the contact details at Appendix A, you also have the option of contacting The Audit Commission, the Ombudsman, the Standards Board for England or, possibly, the Police.  However, these should only be considered as a ‘last resort’, as the Council believes it has internal systems of sufficient quality and strength to deal adequately and properly with almost all situations.

Await further information from your point of contact. It is important to note that anonymity will be maintained as far as possible, but if the Police have to be involved they will need to interview all appropriate persons.  However, you must not let this fact deter you from raising concerns.  

You may notice posters containing guidance and information on the Council’s confidential reporting procedures are displayed in all main reception areas and libraries.   These are for staff but hopefully give you, the public, assurance that the Council will not tolerate any fraudulent or inappropriate action no matter what the source.

4.2 Types of allegation – what happens next?   

You may like to know how your query will be dealt with. The following, hopefully, will give you some reassurance.  

a. If the allegation or request is of a serious nature, i.e. one that suggests a criminal offence may have been committed; the Corporate Director of Resources must be informed. This is necessary in order to make senior management aware of the seriousness of the situation and to authorise/ be aware of any further action.

b. If the allegation or referral relates to theft of Council plant, machinery, equipment, or other assets, the Chief Internal Auditor must inform the Council’s Monitoring Officer, i.e. the Director of law and Democracy , the Head of Finance and the appropriate Director. Depending on the significance of the allegation, the most appropriate course of action is usually to contact the Police, who will obtain any necessary search warrants. As soon as it is established that a loss has occurred that may be covered by an insurance claim, details will be passed to the Risk Management and Insurance section. 

c. Where an allegation does not refer to any financial loss having been incurred by the Council, e.g. issues such as bullying or harassment, the matter will be assessed but any subsequent action will, most probably, be confined to departmental management investigations and the Council’s internal disciplinary procedures. 

d. As previously stated, should the allegation involve the conduct of Members the complainant will be advised how to contact the Standards Board for England and will be kept informed of how the complaint will be dealt with. 

5.    Money Laundering.
It is worth mentioning here the Money Laundering Regulations 2007, which follow on from the previous 2003 regulations and the Proceeds of Crime Act 2002.  The aim of these laws and regulations is to stop drug traffickers etc, laundering ‘dirty’ money into ‘clean’ money.  For example, how often do you hear of someone buying a house with bundles of notes?  This example is used to illustrate the point that there are many parts of the economy where it is unusual for transactions to be paid for in cash.  The law states, therefore, that any transaction for more than £10,000 in cash (€15,000) must be reported to the police.  

6.
Conclusion
The Authority has in place a clear network of systems and procedures to assist in the fight against fraud and corruption. It is determined that these arrangements will keep pace with any future developments in both preventative and detection techniques regarding fraudulent or corrupt activity that may affect its operation.  However, the Authority is also aware of its obligations to protect civil liberties and human rights as laid down in such Acts as the Data Protection Act, the Regulation of Investigatory Powers Act, Freedom of Information Act and Human Rights Act.  Sufficient training has been given to all appropriate employees in the way these Acts impact on the performing of their duties in the prevention, detection, reporting and dealing with the potential misuse of Council assets.

This guide has attempted to give you an insight into such things as the culture of the Council in combating fraud and what to do if you have concerns.  We hope you never need to use this guide, but if you do, we hope you will find it useful.

Appendix A

STOCKTON - ON - TEES BOROUGH COUNCIL

CONFIDENTIAL REPORTING 

The following email addresses or telephone numbers can be used for advice on, or the reporting of, concerns on possible malpractice which may involve fraud and/or corruption.

Internal Audit:     
Tel.  01642 526362


        
Email:   internalaudit@stockton.gov.uk
Housing Benefit:   
Tel.  0800 328 6340


        
Email:   benefits.fraud@stockton.gov.uk
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